Oklahoma State Bureau of Investigation

Management of Information Systems

Livescan
Interface Specifications Document

Version 1.12
May 20, 2013



Oklahoma State Bureau of Investigation

Table of Revisions

Release Date Version ID | Notes, Comments, and References

August 2, 2000 Draft 1.0 Draft Release

August 4, 2000 Draft 1.1 Added Section 3.9

August 29, 2000 Draft 2.0 Added LVA transaction and LV, LVJ flow diagrams.

Also added section 3.6 Email Transfer Protocol.

Added Fingerprint, PalmPrint, and Mug Shot Image

August 30, 2000 Draft 2.1 S i
Transmission sections.

September 13, 2000 | Version 1.0 | Deleted Generic Workflow Section

October 1, 2000 Version 1.0 | Reformatted the Document

Added Type 15 logical record layout. Added

January 28, 2003 Version 1.1 reference to mushot interface in Section 3.6.

February 21, 2003 Version 1.11 | Modified Palm Print Form.

Add Palm & Mug Shot Required description in

May 20, 2013 Version 1.12 Criminal Transaction (LV and LVJ) Submission.

Livescan Interface Specifications Document Revised 5-20-2013



Oklahoma State Bureau of Investigation

Table of Contents

1.0 INEFOTUCTION ... e e e e e e e e e e e e e e e e aaeeas 1
R R oo ] o[ U PPPPPTRRUPPPTIN 1
1.2 PUIPOSE .ttt ettt e et r e e raaas 1
IR T = - Tod (o | {00 o o F PSSR 1
I R (=] (=] g (01T T PSRPPP 2

2.0 Description of Operational CONCEPLS ......cccviviiiiiiii i e 3

T BT O 3

3.0 SPECITICALIONS ... e e 4
3.1 FBI Certified LIVESCAN .....cooeeiiiieiiiiiie e 4
3.2 Information Captured ..........oooviiiiiiiiie e 4
TG T B =TTt o (o] g I | - WS 4
3.4 Fingerprint Image TranSMISSION .......coeeeeiiiiiiiiiiiee e e eeeeeiiiia e e e e e eeeean s 4
3.5  Palm Print Image TranSMIiSSION .......cccceeeiiiiieiiiiiiee e e e e e e e e e e e e s 5

1= L = 5
3.6 Mug Shot Image TranSMISSION ........ccoeeeeiiiiiiiiiiiee e e et e e 6
3.7  Data Transfer ProtOCOL..........coooiiiiiiiiii 6
3.8  Email Transfer ProtOCOL........coooviiiiiiiie e 6
3.9 Valid Email ACCOUNT ....coiiiiiiiiieee e, 6
3.10 Fingerprint Image Compression/DecompresSion .............uceeeeeeeeeeeeerennnnnnnnns 6
3.11  FBI Certified PriNTer ..... oot 6
3.12 Rolls To Flats COMPANiSON ......ccvvuiiiiieeeeeeeeeeeiiiiee e e e e e e et e e e e e e e eeanana s 7
3.13  FiNQerprint PrOCESSING ....oiieeieiiiiiiiiiia e e ee ettt e ettt e e e e e e e e eeannana s 7
3.14  Printable Card TYPES ...uiiii it e e e e e e 7
3.15 OSBI OTN Check Digit Algorithm .........ccooriiiiiiiiee e 8

4.0 TYPES OF TrANSACTIONS ....ceeeiieii e ettt e e e ettt e e e e e e eeaeea e e e e aeeeennees 9

TADIE 2. s 9
2 R IV I =1 ST Vo 1 o o PR SPPPPPPPPPRRRN 10

4.1.1 LV Transaction Data FIOW Diagram ..........ccccoeeeiieeiiiiieiiieii e eenns 10

T 0T 2 O 10

4.1.2 LV Data FIOW NarratiVe ........cc.oveeuieiieii e 11
A AV B I -1 g - Uod (o U RSRPPPPPPPRRRN 12
4.2.1 LVJ Transaction Data FIow Diagram ..........cccoveeieeiiiiieiiiiiecineeeeeeeans 12
[ [ I T O PP 12
422 LVJ Data FIOW NarratiVe.........c.ovveuieiieeeeeee e 12
4.3 LVA TranSACHION.....cceiiiiiiie ettt e e e e e ee et e e e e e e e e eeeennnns 13
4.3.1 LVA Transaction Data FlIow Diagram ..........ccoeeeveeiiiiieiiiiiiiiineeeeeeeans 13
4.3.2 LVA Data FIOW NaIratiVe ........cccuiieiiiiie e 14

5.0 (07 1o T 1Y/ = 14
5.1  Oklahoma Criminal Fingerprint Card Front ...........ccooooiiiiiiiiiiiiinneeeeeeeeeiines 15
5.2  Oklahoma Criminal Fingerprint Card BacK ...........cccoeeeiiiiiiiiiiiiiiieeeeeeeeeeiis 16
5.3  Oklahoma Filing REPOIt FOMM ....coovviiiiiiiiie e 17
5.4  Oklahoma Disposition RepOrt FOIM .........ccovvviiiiiiiiieie e 18
5.5  Oklahoma Left Palm Print FOrM .......ccoooiiiiiiiiii e 19
5.6  Oklahoma Right Palm Print FOrM.........coooeiiiiiiiiiiiiee e 20
5.7  FBI Criminal Fingerprint Card Front...........cooovviiiiiiiie e 21

Livescan Interface Specifications Document ~ Revised 5-20-2013



Oklahoma State Bureau of Investigation

5.8  FBI Criminal Fingerprint Card BacK............coooviiiiiiiiii s 22

5.9  FBI Applicant Fingerprint Card Front ...........oooovviiiiiieiiieeeeicieee e e 23
6.0 €] (01 1S7= Y o I =] 0 24
7.0 OSBI Technical Contact INformation .............ooooiiiiiiiiii e 24

List of Figures

T U= O P 3
T U= P 10
L0 U] T T O PPN 12
T U= P 13

List of Tables

L= o) PP 5
TADIE 2 e 9
Livescan Interface Specifications Document Revised 5-20-2013



Oklahoma State Bureau of Investigation

1.0

Introduction

This section provides the scope, purpose, background, and reference for the
Oklahoma State Bureau of Investigation’s (OSBI) Livescan interface.

11

1.2

1.3

Scope

This document is the only document that defines the interface
described herein. This document, once approved, shall be the defining
control document and shall not be changed or modified without the
express written consent of the OSBI, and notated in this document.
This document is to be used for law enforcement applications
only.

Purpose

This document defines the interface specifications for a Livescan
device that may be produced by any Livescan vendor today. However,
the OSBI recommends that the participating agency purchase an OSBI
Certified Livescan so that it will be fully integrated to the OSBI AFIS.

Background

In the manual world of Fingerprinting, cards must be physically
transported and processed. This process causes substantial delays in
the identification cycle. To improve the speed and accuracy of the
Fingerprint identification process and eliminate the need for
contributing agencies to create and mail paper Fingerprint cards to the
OSBI for processing, the OSBI is purchasing a National Institute of
Standards and Technology (NIST) compliant AFIS. This will allow any
agency that wants to submit Fingerprint data electronically, via a
Livescan, to do so as long as the specifications in this document are
followed.

Livescan Interface Specifications Document Revised 5-20-2013
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1.4
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2.0 Description of Operational Concepts

The OSBI AFIS will be connected to the Internet in order to enable agencies
with a NIST compliant Livescan and an Internet connection to submit NIST
data to the OSBI. The overall NIST based Internet communication is listed in

Figure 1.0.
Figure 1.0
AFIS NIST BASED INTERNET COMMUNICATIONS CONCEPT
Diagram 1.0
UL Latert Print \
Subinizzion
: O * { 4
* AFIS Searchs A
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, NIST Responses = S
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— ___/

I OSBI AFIS NIST Server
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3.0 Specifications
This section defines the specifications for the submitting Livescan.
3.1 FBI Certified Livescan
The Livescan system must be FBI/IQS (Appendix G) certified.
3.2 Information Captured
The Livescan device must be capable of capturing rolled impressions,
plain impressions, palm/flat impressions and Mug Shots.
3.3 Descriptor Data
All descriptor data must be formatted according to the OSBI Type-2
Record Specifications before being submitted from the Livescan to the
OSBI.
3.4 Fingerprint Image Transmission
All Fingerprint images transmitted from the Livescan must be NIST
Type 4 high-resolution grayscale records as described in the
ANSI/NIST-1TL 1-2000 standard in section 11.
Livescan Interface Specifications Document ~ Revised 5-20-2013
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3.5 Palm Print Image Transmission
All Palm Print images transmitted from the Livescan must be NIST
Type 15 variable-resolution Palm Print image records as described in
the ANSI/NIST-ITL 1-2000 standard in section 22.
Palm Print Image is required for all Criminal Transaction
Submission (both Adult and Juvenile).
Table 1 describes the mandatory OSBI Type 15 logical record layout.
For a complete description of these Type 15 fields and edits see
Section 22 of the ANSI/NIST-ITL 1-2000 standard. No Type 15 Palm
Print images can be sent to the OSBI without also sending
descriptor Type 2 and ten print Type 4 records.
Table 1
. Field size per Occurrence
Ident il G Field name Char type occurrence count
code number : :
min max min max
LOGICAL
LEN M 15.001 RECORD N 4 8 1 1
LENGTH
IMAGE
IDC M 15.002 DESIGNATION N 2 5 1 1
CHARACTER
IMPRESSION
IMP M 15.003 TYPE A 2 2 1 1
SOURCE
SRC M 15.004 AGENCY / ORI AN 10 21 1 1
PALMPRINT
PCD M 15.005 CAPTURE DATE N 9 9 1 1
HORIZONTAL
HLL M 15.006 LINE LENGTH N 4 5 1 1
VERTICAL
VLL 15.007 LINE LENGTH N 4 5 1 1
SLC 15.008 SCALE UNITS N 2 2 1 1
HORIZONTAL
HPS M 15.009 PIXEL SCALE N 3 5 1 1
VERTICAL
VPS M 15.010 PIXEL SCALE N 3 5 1 1
COMPRESSION
CGA M 15.011 ALGORITHM A 5 7 1 1
BITS PER
BPX M 15.012 PIXEL N 2 3 1 1
FINGER
FGP M 15.013 POSITION N 2 3 1 6
DAT M 15.999 IMAGE DATA B 2 - 1 1

KEY FOR CHARACTER TYPE: N=NUMERIC; A=ALPHABETIC; AN=ALPAHNUMERIC; B=BINARY

Livescan Interface Specifications Document Revised 5-20-2013
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3.6

3.7

3.8

3.9

3.10

3.11

Mug Shot Image Transmission

All Mug Shot and SMT (scars, marks, and tattoos) images transmitted
from the Livescan must be NIST Type 10 facial & SMT image records
as described in the ANSI/NIST-ITL 1-2000 standard in section 17. See
the OSBI Mug Shot Interface Specifications for the complete
description of mug shot requirements.

Muq Shot Image is required for all Criminal Transaction
Submission (both Adult and Juvenile).

No Type 10 Mug Shot/SMT images can be sent to the OSBI
without also sending descriptor Type 2 and ten print Type 4
records.

Data Transfer Protocol

TCP/IP will be the protocol used for all file transfer, and network
communications between the Livescan and the OSBI.

Email Transfer Protocol

SMTP (Simple Mail Transfer Protocol) will be the protocol used for all
email exchange between the Livescan and the OSBI.

Valid Email Account

A valid email account will have to be set up on the Livescan and the
OSBI will have to be notified of the account name in order to exchange
email messages between the Livescan and the OSBI.

Fingerprint Image Compression/Decompression

The Wavelet Scalar Quantization (WSQ) compression/decompression
algorithm will be used for all gray-scale Fingerprint images transferred
to and from the OSBI. For information regarding the WSQ algorithm
refer to the Wavelet Scalar Quantization Grayscale Fingerprint Image
Compression Specification, dated February 16, 1993.

FBI1 Certified Printer

The Livescan printer must contain two card trays, print double-sided
and be FBI/IQS (Appendix F) certified.

Livescan Interface Specifications Document Revised 5-20-2013
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3.12 Rolls To Flats Comparison
In order to ensure correct placement of fingers and without duplicates
the Livescan must be able to compare rolled impressions to the flat
impressions. This comparison must be a minutiae-based
comparison.

3.13 Fingerprint Processing
It is desired that the Livescan be able to perform image
enhancements, extract minutiae and thinned images, and classify
Fingerprint patterns before submitting data to the OSBI.

3.14 Printable Card Types
Due to the different types of cards that have to be submitted to
different agencies, the Livescan must be capable of printing 6 different
cards types. The card types are as follows: FBI Criminal, FBI Applicant,
State Criminal, State Palm Print, State Filing Report Form, and State
Disposition Report Form. For further information on card types refer to
Section 5.0.

Livescan Interface Specifications Document Revised 5-20-2013
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3.15 OSBI OTN Check Digit Algorithm

The OSBI OTN is a 10-byte field, the first 9 bytes are numeric and the
10" is an alphabetic suffix used for calculating the check digit.

An edit should check for the first 9 bytes to be numeric, leading zeros
could be added if less than 9 bytes are entered for this part of the
field.

The following letters are used as suffixes and their corresponding
position numbers.

YA J K L M N Y P Q R H

2 3 4 5 6 7 8 9 10 11

It is calculated as follows:

Constant w=512 x=1,2,...,9
Position number =P, n=0,1,..8
XxX=9
n=8

Formula: f=[2 (w/2"*A,)]MOD 11
x=1
n=0

Pyr=11-°

Then pick the corresponding suffix based on the calculated value of Px. It should
match the OTN number entered, otherwise it is an error condition.

For example: OTN=000811547P
Digits 0 thru 7 above correspond with Al thru A9

According to the formula:

f = [(512 * 0) +(256*0)+(128*0)+(64*8)+(32*1)+(16*1)+(8*5)+(4*4)+(2*7)]
MOD 11
f=630 MOD 11 =3

Livescan Interface Specifications Document Revised 5-20-2013
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Py=11-3=8

The letter corresponding to 8 is P, this matches the one entered, therefore it
is a correct entry.

4.0 Types of Transactions

This section describes the types of transactions that can be submitted from a
Livescan to the OSBI. The particular type of transaction is identified in the
Type Of Transaction (TOT) Field in the Type-1 record that is used with each
transaction. For further information about a Type-1 record refer to the
American National Standards Institute (ANSI), Data Format for the
Interchange of Fingerprint Information, ANSI/NIST-1TL 1-2000. Table 1 lists the
types of transactions that are accepted by the OSBI.

Table 2
Type Of Transaction Description
LV Criminal Adult
LVJ Criminal Juvenile
LVA Civil Police Applicant
Livescan Interface Specifications Document Revised 5-20-2013
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4.1

Figure 2.0

Start

LV Transaction
LV transaction type will be used when booking a criminal over 18 years
of age.

4.1.1 LV Transaction Data Flow Diagram

The LV functional data flow is described in Figure 2.0.

New Booking

Search Results Sent
Back to Livescan via
E-mall

Generate OSBI Capture Descriptor,
Offender Trackning Fingerprint, Palm Print Booking Complete
Number and Mug Shot Data
. . Submit Data to OSBI
Information Searched Fg:gt S;%lrﬁllg?nin; and Print Local
atthe OSBI Forvfar d 0 Prosecuior Fingerprint Cards &
Palm Prints

End

Livescan Interface Specifications Document
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4.1.2 LV Data Flow Narrative

Livescan Interface Specifications Document

As soon as the Livescan operator starts a new booking the
Livescan must generate a valid Offender Tracking Number
(OTN) using the OSBI OTN check digit algorithm as
described in Section 3.15.

After the OTN number is generated the descriptor,
Fingerprint, Palm Print, and Mug Shot data will be captured.
Fingerprint, Palm Print, and Mug Shot are required
for all Criminal Transaction Submission.

Once the data is captured the booking is complete and all
data is transmitted electronically to the OSBI. Local printing
of Fingerprint and Palm Print cards will also take place at
this point.

Print OSBI Filing and Disposition Forms and forward to
prosecutor.

At this point the information will be searched at the OSBI
and search results will be e-mailed back to the Livescan
notifying the user of a hit or no hit. If the search produces a
hit the email will contain the SID number and descriptor
information.

Revised 5-20-2013
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4.2 LVJ Transaction

LVJ transaction type will be used when booking a criminal under 18
years of age.

4.2.1 LVJ Transaction Data Flow Diagram

The LVJ functional data flow is described in Figure 3.0.

Figure 3.0
Start
Generate OSBI Capture Descriptor,
New Booking Offender Trackning Fingerprint, Palm Print Booking Complete
Number and Mug Shot Data

Search Results Sent

Back to Livescan via

Information Searched
atthe OSBI

Print OSBI Filing and
Disposition Forms &

Submit Data to OSBI
and Print Local

Fingerprint Cards &

E-mail Forward to Prosecutor Palm Prints

End

4.2.2 LVJ Data Flow Narrative

= As soon as the Livescan operator starts a new booking the
Livescan must generate a valid Offender Tracking Number
(OTN) using the OSBI OTN check digit algorithm as
described in Section 3.15.

= After the OTN number is generated the descriptor,
Fingerprint, Palm Print, and Mug Shot data will be captured.
Fingerprint, Palm Print, and Mug Shot are required
for all Juvenile Criminal Transaction Submission.

= Once the data is captured the booking is complete and all
data is transmitted electronically to the OSBI. Local printing
of Fingerprint cards will also take place at this point.

Livescan Interface Specifications Document Revised 5-20-2013
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= At this point the information will be searched at the OSBI
and search results will be emailed back to Livescan notifying
the user of a “Hit”, “In Progress at OSBI” or “No Hit”. If the
search produces a “Hit” the email will contain the SID
number and descriptor information.

4.3 LVA Transaction

LVA transaction type will be used when processing police applicants or
personnel at the local agency or for other law enforcement agencies.

4.3.1 LVA Transaction Data Flow Diagram
The LVA functional data flow is described in Figure 4.0.

Figure 4.0.
Start
\
Generat OB Fingopn. e P
New Booking Offender Trackning ———® and optional Mug Shot Booking Complete
Number
Data
Submit Data to OSBI
ggg:ig E\?gggns‘e/g Information Searched and Print Local
E-ma atthe OSBI Fingerprint Cards &
Palm Prints
End
Livescan Interface Specifications Document Revised 5-20-2013
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4.3.2 LVA Data Flow Narrative

5.0 Card Types

The Livescan operator starts a new booking and selects the
Applicant transaction.

Descriptor, Fingerprint, Palm Print, and optional Mug Shot
data will be captured at this point.

Once the data is captured the booking is complete and all
data is transmitted electronically to the OSBI. Local printing
of Fingerprint and Palm Print cards will also take place at
this point.

At this point the information will be searched at the OSBI
and search results will be emailed back to Livescan notifying
the user of a “Hit”, “In Progress at OSBI” or “No Hit”. If the
search produces a “Hit” the email will contain the SID
number and descriptor information.

This section shows the different card types that the Livescan must be capable of

printing.

Livescan Interface Specifications Document Revised 5-20-2013
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5.1 Oklahoma Criminal Fingerprint Card Front

Livescan Interface Specifications Document Revised 5-20-2013
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5.2 Oklahoma Criminal Fingerprint Card Back

Livescan Interface Specifications Document Revised 5-20-2013
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5.3 Oklahoma Filing Report Form

Livescan Interface Specifications Document Revised 5-20-2013
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5.4 Oklahoma Disposition Report Form

Livescan Interface Specifications Document Revised 5-20-2013
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5.5 Oklahoma Left Palm Print Form

For a complete description of the left OSBI Palm Print Form see the OSBI
Palm Print Form Specifications.

Livescan Interface Specifications Document Revised 5-20-2013
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5.6 Oklahoma Right Palm Print Form

For a complete description of the right OSBI Palm Print Form see the OSBI
Palm Print Form Specifications.

Livescan Interface Specifications Document Revised 5-20-2013
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5.7 FBI Criminal Fingerprint Card Front

4
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5.8 FBI Criminal Fingerprint Card Back

EAU OF INVESTIGATION, UNITED STATES DEPARTMENT OF JUSTICE
WASHINGTON, D.C. 20537

Livescan Interface Specifications Document Revised 5-20-2013
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5.9 FBI Applicant Fingerprint Card Front

Livescan Interface Specifications Document Revised 5-20-2013
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6.0 Glossary of Terms

WSQ - Wavelet Scalar Quantization

NIST - National Institute of Standards and Technology

TCP/IP - Transmission Control Protocol / Internet Protocol

OSBI - Oklahoma State Bureau of Investigation

OTN - Offender Tracking Number

ASCII - American Standard for Computer Information
Interchange

SID - State Identification Number

AFIS - Automated Fingerprint Identification System

1QS - Image Quality Specification

FBI - Federal Bureau of Investigation

TOT - Type Of Transaction

SMTP - Simple Mail Transfer Protocol

SMT - Scars, Marks, and Tattoos

7.0 OSBI Technical Contact Information

OSBI Management of Information Systems
6600 North Harvey

Oklahoma City, Oklahoma 73116

Phone: (405) 879-2972 Fax: (405) 879-2542
Toll Free 1-800-522-8017
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