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This Cyber Note is a joint product produced by the Oklahoma Cyber Command/Security Operations Center and the
Oklahoma Information Fusion Center.

CYBER NOTE: Vulnerable Adware pre-loaded on Lenovo PCs

INFORMATION: This is a critical cybersecurity alert concerning the possibility of adware being preloaded on Lenovo
PCs.

The adware application, called Visual Discovery, made by an Israeli company called Superfish was loaded and
distributed on Lenovo PCs sold between October and December 2014; potentially as early as 2010.

Visual Discovery is reported to install as a self-signed root certificate that intercepts encrypted web traffic for websites
a user visits. This “hijacking” of the SSL could allow for malicious websites to masquerade as legitimate trusted sites.
This allows the application to hijack the user’s SSL session to a secured website, decrypt the secure session and then re-
encrypt the session again. Because the certificates used by Superfish are signed by the certification authority (CA)
installed by the software, the browser will not display any warnings that the traffic is being tampered with. The same
cryptographic key is reportedly used on all the installations on Lenovo systems containing the software made by
Superfish.

It is also reported that the local private key for the Superfish CA certificate has been cracked and now is readily
available for use in the wild. This could allow for man-in-the-middle style attacks against these systems.

Lenovo has released a list of models that may have had Visual Discovery by Superfish installed sold between October
and December 2014:

e G Series: G410, G510, G710, G40-70, G50-70, G40-30, G50-30, G40-45, G50-45

e U Series: U330P, U430P, U330Touch, U430Touch, U530Touch

e Y Series: YA30P, Y40-70, Y50-70

e 7 Series: Z40-75, Z50-75, Z40-70, Z50-70

e SSeries: S310, S410, S40-70, S415, S415Touch, S20-30, S20-30Touch

Flex Series: Flex2 14D, Flex2 15D, Flex2 14, Flex2 15, Flex2 14(BTM), Flex2 15(BTM), Flex 10
MIIX Series: MIIX2-8, MIIX2-10, MIIX2-11

YOGA Series: YOGA2Pro-13, YOGA2-13, YOGA2-11BTM, YOGA2-11HSW

E Series: E10-30]

Lenovo states they have discontinued the practice of pre-installing Superfish Visual Discovery; however, the systems
that came with the software already installed will continue to be vulnerable until actions have been taken.

RECOMMENDATIONS: The following actions are suggested by the Oklahoma Cyber Command Security Operations
Center to re-mediate the potential vulnerability:

e Wipe the system and install a non-Lenovo shipped operating system, such as your organization’s enterprise
licensed copy of an operating system.

If the above option is not available, the following recommendations are suggested:



e Manually remove the Superfish root certificate. One method to accomplish this is to do the following
(administrator level access is required):
0 Click the Windows icon at the bottom left corner of the screen.
0 Type "cmd.exe" into the resulting search field and hit the enter key.
0 Type "certmgr.msc" at the command-prompt in the resulting terminal window and hit enter.
0 Select "Trusted Root Certification Authorities “in the left-hand navigation window of the resulting
dialogue box, then select “Certificates.”
Select Superfish and/or Visual Discovery. Right-click and select “Delete.”
0 You may have to reboot the PC to effect the change

o

OKLAHOMA IMPACT: This information is being shared for your situational awareness and computer/network
defenses. Contact your trusted IT services organization for further information.

FEEDBACK: Please take a moment to complete this brief survey and help evaluate the quality, value, and relevance of
our products. Your response will help us serve you more effectively and efficiently in the future. Thank you for your
assistance. Click the link below to take the survey. If the link does not work, copy and paste it into your browser.
https://www.surveymonkey.com/s/Oklahoma_Information_Fusion_Center
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