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	What is “Phishing”?

According to Wikipedia-Phishing is attempting to acquire information (and sometimes, indirectly, money) such as usernames, passwords, and credit card details by masquerading as a trustworthy entity in an electronic communication.

For a number of years, and especially in 2012, phishing is an extremely popular way that fraudsters use “social engineering” to scam uneducated/unsuspecting consumers into revealing critical personal information that can be then used to commit counterfeit fraud, account take over or identity theft. 

How does it work?

The bad guys will use a variety of ways to convince the consumer that they are calling from a bank, a state agency, EPPICARD, Direct Express, etc. This could include faking a caller ID that the consumer sees, faking an email, physical letter, text message, or web site to appear to be from a legitimate company. They will use logos, letterheads, and hyperlinks that will appear to redirect the consumer to a legitimate website or 800 numbers.

 In most all scams, the emails/texts/voice mails will use pressure, by warning that failure to respond will result in the consumer possibly no longer having access to their account. Other scams could claim that the company has detected suspicious activity in the account or is implementing new privacy software or identity theft solutions. Still others could claim that the consumer is about to be sued, or that some other catastrophic issue is imminent unless the consumer responds IMMEDIATELY.

The same scam will typically provide a link to take the consumer to a faked website, or an 800 number to call or fax the “company”. At that page or phone #, they will be prompted to enter personal information, which is then captured by the fraudster. 

In cases we have seen, they will initially ask you to “Verify” your account by typing in your card # and PIN. Legitimate companies may ask you for your card #, but NEVER for the PIN.

How do fraudsters get email addresses or phone numbers?

There are times it can be targeted against large, national companies, but many times it is entirely random.

They will send out text messages to every possible phone number sequence in a given area code, for instance, knowing that a percentage of them will actually “hit”. Same with email, they may use purchased email address lists from data companies (just like legitimate companies do for marketing campaigns).  The email or text messages are just generic enough to apply to anyone in many cases or the fraudsters will use very large organizations that have many customers. They are playing the volume game in the hopes that a percentage of consumers will fall for it.

What is “Spear Phishing”?

Spear Phishing is an even more sinister scam that is definitely on the rise in 2012. Instead of sending out thousands of e-mails, texts, or voice mails randomly hoping a few victims will bite, spear phishers target select groups of people with something in common—they may all live in areas with high concentrations of public benefit recipients, they may all be elderly (and thus eligible for government benefits), they work at the same company, bank at the same financial institution, attend the same college, order merchandise from the same website, etc. The e-mails are faked to appear to be sent from organizations or individuals the potential victims might routinely get e-mails from, making them even more deceptive.
Spear phishing can also trick the consumer into downloading malicious codes, viruses or other malware after you click on a link in the e-mail This can result in all kinds of corporate issues with crimes like economic espionage--internal communications could be accessed and proprietary information stolen. Malware can also hijack your computer. Groups of hijacked computers can then be organized into botnets that can be used for widespread denial of service attacks.

How does the consumer guard against phishing?

Be  aware. 
Consumers need to know that these scams exist and are increasingly popular. Education is critical to avoid being a victim.

Be suspicious. 
Consumers should be just as suspicious of phone calls and text messages as they are of e-mails asking for personal information. 

Never Reply Directly
 The golden rule to avoid being phished is to never hit "reply" or click the links within a suspicious email. Likewise, never respond to the voice mail or text message using the numbers provided in the text message or voice mail message. If the customer is suspicious, and they legitimately have business with the company, they also have a means to contact the REAL company or agency directly using a “known” contact number to ensure the validity of any requests they may receive. Use the email address or phone numbers on your account literature given to you by the company when you opened the account, or on recent statements from the company. 

 
What does Xerox Services do to help agencies and the consumer?

We work to ensure all reports of phishing are investigated. We can also pursue disconnection of phone numbers and take downs of bogus websites.  

There are times the phone numbers are faked, and when this happens it is difficult to pursue recourse, but we will always make the attempt!

We may, through a state change order, post rotating IVR messages and website information on our IVR’s and consumer web portals to warn consumers of revealing personal information, especially PIN numbers!

If a cardholder, state or federal client  receives a complaint regarding a phishing email, text messages or suspicious voice mail, immediately forward it to the state PM who will work directly with the Xerox fraud team. 
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