Attachment E-15

The Business Associate Agreement is hereby amended as set forth below and supersedes all prior documents submitted by Cox Oklahoma Telcom, L.L.C. or discussed by the parties. The parties agree to use this Business Associate Agreement or a document substantially in this form.

BUSINESS ASSOCIATE AGREEMENT FOR VOICE SERVICES



THIS BUSINESS ASSOCIATE AGREEMENT (this “Agreement”) is effective this ____ day of _________, 20____ (the “Effective Date”) by and between ____________________________ (“Customer”) on behalf of itself, and its current and future subsidiaries and affiliates, and Cox Oklahoma Telcom, LLC (“Supplier”), including all current and future lines of business, affiliates, and subsidiaries. 

RECITALS

A. Customer is subject to the Administrative Simplification subtitle of the Health Insurance Portability and Accountability Act of 1996, as amended by the Health Information Technology for Economic and Clinical Health Act and otherwise, and its implementing regulations (collectively “HIPAA”) as a Covered Entity or Business Associate.

B. As part of the services subscribed to by Customer, Customer has engaged Supplier to provide telecommunications services (the “Service”);

C. Supplier may create, receive, maintain, and transmit Protected Health Information in the course of providing the Service; 

D. Customer and Supplier are committed to complying with HIPAA and enter into this Agreement to safeguard the privacy and security of Protected Health Information consistent with HIPAA.

AGREEMENT

In consideration of the promises contained in this Agreement for other good and valuable consideration, the delivery and sufficiency of which is acknowledged, the parties agree as follows:  

1. Definitions

a) All capitalized terms used but not otherwise defined in this Agreement shall have the same meaning as in HIPAA.

b) Business Associate. “Business Associate” shall generally have the same meaning as the term “business associate” at 45 CFR 160.103, and in reference to the party to this Agreement, shall mean   ---- VENDOR’s NAME ----, also referred to as “Supplier” in this document.

c) Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR 160.103, and in reference to the party to this Agreement, shall mean the _____________________, also referred to as “Customer” in this document.

d) “Individual” shall have the same meaning as the term “individual” in 45 C.F.R. § 160.103 and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. § 164.502(g).

e) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 160 and Part 164 Subparts A and E.

f) “Protected Health Information” shall have the same meaning as the term “protected health information” in 45 C.F.R. § 160.103 that is created, received, maintained, or transmitted by Supplier on behalf of Customer.

g) “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 45 C.F.R. Part 160 and Part 164 Subparts A and C.

2. [bookmark: _Ref174709653]Scope of Agreement

This Agreement is limited to Supplier Business Voicemail Services (the “Voice Services”) only.  This Agreement does not include services for which Supplier does not qualify as a Business Associate under guidance issued by the U.S. Department of Health and Human Services because Supplier is acting solely as a conduit of Protected Health Information.

3. Permitted Uses and Disclosures by Supplier

a) Except as otherwise limited in this Agreement, Supplier may Use or Disclose Protected Health Information in its possession to perform the Service, provided that such Use or Disclosure would not violate HIPAA if done by Customer. All other Uses or Disclosures by Supplier not authorized by this Agreement or by specific instruction of Customer are prohibited.

b) [bookmark: _Ref481422992]Except as otherwise limited in this Agreement, Supplier may Use Protected Health Information for the proper management and administration of Supplier or to carry out the legal responsibilities of Supplier, provided that such Use would not violate HIPAA if done by Customer. 

c) Except as otherwise limited in this Agreement, Supplier may Disclose the Protected Health Information in its possession to a third party for the proper management and administration or to fulfill any legal responsibilities of Supplier, provided that:

(i) The Disclosure is Required by Law; or

(ii) Supplier has received, from the third party to whom the information is Disclosed, reasonable written assurances that: (1) the information will remain confidential and will be Used or further Disclosed only as Required by Law or for the purpose for which it was Disclosed to the party; and (2) the third party will notify Supplier of any instances of which it becomes aware in which the confidentiality of the information has been breached. 

d) Supplier agrees to make Uses and Disclosures and requests for Protected Health Information consistent with the minimum necessary standards, policies, procedures of the HIPAA Rules.

4. Obligations and Activities of Supplier

a) Supplier shall not Use or Disclose Protected Health Information other than as permitted or required by this Agreement or as Required by Law.

b) Supplier agrees to use appropriate administrative, physical, and technical safeguards and comply with the Security Rule with respect to Electronic Protected Health Information to prevent Use or Disclosure of the Protected Health Information other than as provided for by this Agreement. The Parties acknowledge that they share responsibility for security, and that Supplier is not responsible for security measures related to the Service that are under Customer’s exclusive control, such as Customer’s choice of passwords, PINs, or passcodes.

c) Supplier agrees to promptly report to Customer any Use or Disclosure of Protected Health Information not provided for by this Agreement, including Breaches of Unsecured Protected Health Information.

d) Supplier agrees to promptly report to Customer any Security Incident of which it becomes aware, except that this Section shall hereby serve as notice, and no additional reporting shall be required, of the regular occurrence of unsuccessful attempts at unauthorized access, Use, Disclosure, modification, or destruction of Electronic Protected Health Information and unsuccessful attempts at interference with system operations in Information Systems that maintain Electronic Protected Health Information.

e) For any Breach of Unsecured Protected Health Information, Supplier agrees to supplement the above initial report with the information required by 45 C.F.R. § 164.410 without unreasonable delay and in no case later than 60 calendar days after discovery of the Breach. The Parties acknowledge that Supplier is generally not in a position to know the nature of Protected Health Information that Customer stores through the Service (e.g., the content of voice mail messages) and, therefore, Supplier may not be able in its Breach notification report to describe the nature of any Protected Health Information that is involved in a Breach or the identify of Individuals affected.

f) Supplier agrees to ensure that any Subcontractors that create, receive, maintain, or transmit Protected Health Information on Supplier’s behalf in relation to the Service agree in writing to the same restrictions and conditions that apply through this Agreement to Supplier with respect to such Protected Health Information.

g) Supplier agrees to make its internal practices, books, and records relating to the Use and Disclosure of Protected Health Information received from, or created, or received by Supplier on behalf of Customer, available to the Secretary of the U.S. Department of Health and Human Services (“Secretary”) for the purposes of the Secretary determining compliance with HIPAA. Nothing in this section shall be construed as a waiver of any legal privilege or of any protections for trade secrets or confidential commercial information.

h) The Parties acknowledge that the Service is not intended to be used as part of the Customer’s Designated Record Set, and that it is the Customer’s responsibility to save Protected Health Information maintained on the Service (e.g., voice mails containing Protected Health Information) to its own systems to the extent that Customer will rely on such Protected Health Information for treatment or payment purposes. Supplier shall provide Customer with access to Protected Health Information maintained on the Service (e.g., access to voice mails) through the normal delivery of the Service, but Supplier is not able to amend Protected Health Information maintained on the Service.

i) Supplier will maintain and, upon request by Customer, provide Customer with the information necessary for Customer to provide an Individual with an accounting of Disclosures as required by 45 C.F.R. § 164.528. The Parties acknowledge that Supplier is not in a position to know the nature of Protected Health Information that Customer stores through the Service and, therefore, Supplier is unable in its accounting of Disclosures to describe the nature of any Protected Health Information that is Disclosed or the identify of Individuals affected.

j) To the extent Supplier is to carry out Customer’s obligation under the Privacy Rule, Supplier will comply with the requirements of the Privacy Rule that apply to Customer in the performance of such obligation. 

k) Supplier will comply with the applicable requirements of the Security Rule.

4. Obligations of Customer

a) Customer shall notify Supplier of any limitation(s) in the notice of privacy practices of Customer or a Covered Entity under 45 C.F.R. § 164.520, to the extent that such limitation(s) may affect Supplier’s Use or Disclosure of Protected Health Information.

b) Customer shall notify Supplier of any changes in, or revocation of, the permission by an Individual to Use or Disclose his or her Protected Health Information, to the extent that such changes may affect Supplier’s Use or Disclosure of Protected Health Information.

c) Customer shall notify Supplier of any restriction on the Use or Disclosure of Protected Health Information that Customer or a Covered Entity has agreed to or is required to abide by under 45 C.F.R. § 164.522, to the extent that such restriction may affect Supplier’s Use or Disclosure of Protected Health Information.

d) Customer shall not request or cause Supplier to Use or Disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Customer, except for Uses or Disclosures set forth in Section 3(b) or (c) above.

5. Term and Termination

a)	Term.  The term of this Agreement shall commence as of the Effective Date and shall terminate when the Customer no longer receives the Service from Supplier.

b)	Termination.  Upon Customer’s knowledge of a breach of this Agreement by Supplier or its agents or subcontractors, Customer may terminate this Agreement and any underlying agreements in which Supplier is acting as a Business Associate of Customer (“Underlying Contracts”): (i) immediately if Customer determines that there is a continuing risk to the confidentiality, integrity, or availability of Protected Health Information that cannot be immediately cured; or (ii) after Customer has notified Supplier of the breach and provided at least 30 calendar days for Supplier to cure the breach, if Supplier has not cured the breach in such period of time.

c)   Effect of Termination.

(i) Except as provided in paragraph (ii) of this section, upon termination of this Agreement or the Underlying Contracts for any reason, Supplier, and its subcontractors as applicable, shall, at Customer’s preference, either return or destroy all Protected Health Information.  Supplier and its subcontractors shall retain no copies of the Protected Health Information. 

(ii)	If Supplier determines that returning or destroying the Protected Health Information obtained by Supplier is infeasible, then Supplier shall extend the protections of this Agreement to such Protected Health Information and limit further Uses and Disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for as long as Supplier maintains such Protected Health Information. If this scenario is applicable to Supplier’s subcontractors, Supplier shall ensure its subcontractors compliance with this section as well to the same extent Supplier is bound by this section. This Section shall survive the termination of this Agreement for any reason.

6. Miscellaneous

a) Assignment.  The Parties will not sublicense or assign this Agreement or any right or interest hereunder without prior written consent, and any attempted sublicense or assignment without such consent will be void. Subject to the foregoing restriction, this Agreement will bind and benefit the parties and their respective successors and assigns.

b) No Third-Party Beneficiaries.  Nothing in this Agreement shall confer upon any person other than the parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.   

c) Entire Agreement, Amendment; Waiver. This document sets forth the entire Business Associate Agreement and supersedes any and all prior Business Associate Agreements of the Parties with respect to the subject matter hereof. No waiver will be binding unless signed by the party to be bound. This Agreement may be modified only in writing, executed by both parties. The waiver by either party of a breach or violation of any provision of this Agreement shall not be construed to be a continuing waiver or a waiver of any subsequent breach of either the same or any other provision of this Agreement. The Parties further agree to take such action as is necessary to amend this Agreement from time to time as is necessary for compliance with the requirements of the HIPAA Rules and any other applicable law.

d) Effect on Agreement.  Except as specifically required to implement the purposes of this Agreement, or to the extent inconsistent with this Agreement, all other terms of the Underlying Contracts shall remain in force and effect.

e) Governing law; Severability.  Except as preempted by federal law, this Agreement will be interpreted, construed and enforced in all respects in accordance with the laws of the State of Oklahoma, without giving effect to its principles of conflict of laws. If any provision of this Agreement is determined to be invalid to any extent or in any context, such provision will be enforced to the extent and in the contexts in which it is valid, and the remaining provisions are severable and will not be affected by any such determination of invalidity.  

f) [bookmark: _Hlk185503690]Regulatory References. A reference in this Agreement to a section in the HIPAA Rules means the section as in effect or as amended.

g) Interpretation. Any ambiguity in this Agreement shall be interpreted to permit compliance with the HIPAA Rules.


IN WITNESS WHEREOF, the parties have executed this Agreement on the date(s) indicated below.

	CUSTOMER
 Agency 


By:  						

Print Name:  					

Title:  						

Date:  						
	SUPPLIER
Supplier


By:  						

Print Name:  					

Title:  						

Date:  						
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