GS=CURITYPRO

For 2022, GO is offering the State of Oklahoma a 15% discount off our standard rate. GO encourages a review of
the bios of our consultants to understand the level of experience that we bring to your team. GO will use the
following fixed firm pricing for agencies requiring security services from our cybersecurity experts. Custom
quotes require GO to have a scoping call to collect necessary details to calculate engagement costs, inclusive of
tool costs, when applicable.

Pr Lin rvi W1042
oduct Line/Service standard Rate SW10
Rate
Virtual CISO SERVICES
Cybersecurity Risk Assessment/Analysis Cu;z;nl:igtéote ~15% discount
. Custom Quote .
Compliance Gap Assessment (e.g., HIPAA, NIST, PCI) Required ~15% discount
. . . Custom Quote .
Cybersecurity Audit (e.g., NIST, OK Senate Bill 584) Required ~15% discount
Security Awareness Training Cu;tezngir()étéote ~15% discouml

PENETRATION TESTING (includes testing, analysis, report writing, and remediation validation)

GO's Philosophy - Hackers do not limit their attacks to certain IP addresses, so your penetration test should
include all assets. GO's approach to penetration testing is to evaluate the entire network (not just selected IP
addresses) to better simulate the hacker's perspective. Our best findings are often found on the devices that IP
count-focused pen test providers exclude from their scope. GO scopes penetration tests based on the number
of days of active testing. A standard penetration test of a moderate sized network may include one (1) day of
external testing and three (3) days of internal testing. The number of days a test should run is dependent on the
size of the network and the goals of the penetration test. GO is happy to advise agencies to find the right
duration for the test to run.

Network Penetration Testing — 2 days of testing S 13,500| S 11,475
Network Penetration Testing — 3 days of testing S 20,025| S 17,021
Network Penetration Testing — 4 days of testing (**most popular**) S 25,050( S 21,293
Network Penetration Testing — 5 days of testing S 32,475| S 27,604
Network Penetration Testing — More than 5 days of testing — Custom Quote Custom Quote .

. . ~15% discount
Required Required
Wireless Network Penetration Test - 1 physical site, up to 4 SSIDs S 6,300| S 5,355
Spear Phishing Campaign - One tailored credential theft campaign S 4,800| S 4,080
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WEB APPLICATION PENETRATION TEST (includes testing, analysis, report writing, and remediation validation)
Web application penetration tests are designed for custom developed applications that incorporate user
authentication and is most appropriate where the agency has control of the source code and can make changes
to address weaknesses identified. Please note, unauthenticated testing of web applications is incorporated into
our standard Penetration Testing processes (see the PENETRATION TEST section above). Web application
penetration tests answer questions such as, "Can User A access User B's data?", "Can a standard user subvert
the application or gain access to administrative functionality?". Testing includes the OWASP Top 10 web
application vulnerabilities plus more. A scoping call will be required to validate complexity for each in-scope
application.

Simple Application - Web applications consisting of up to five (5) critical
security functions (e.g., login, logout, forgot password, process order, send S 13,335( S 11,335
message) and testing performed from a single user role.

Moderate Complexity Application - Web application testing of up to two (2)

18,900 16,065
user roles with up to ten (10) critical security functions. > ?

o Custom Quote | __ . .
Larger, More Complex Application Required 15% discount

VULNERABILITY ASSESSMENT (includes testing, analysis, and report writing)

GO will take the auditor's perspective and use credentialed vulnerability scanning to identify the critical
vulnerabilities affecting your information systems. This white-box view allows GO to see all vulnerabilities
including missing patches, configuration weaknesses, and other security hardening opportunities. This is most
appropriate for organizations who have already done a Penetration Test and have the IT manpower to address
all vulnerabilities.

Network Vulnerability Assessment — Up to 25 IPs S 7,300| S 6,205
Network Vulnerability Assessment — Up to 50 IPs S 9,800| S 8,330
Network Vulnerability Assessment — Up to 75 IPs S 11,100| S 9,435
Network Vulnerability Assessment — Up to 100 IPs S 12,400 S 10,540
Network Vulnerability Assessment — Greater than 100 IPs Cu;tec;rzigtéote ~15% discount
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meetings)

VULNERABILITY MANAGEMENT (includes periodic credentialed scanning, Top 5 reporting, and review

GO's Philosophy - Vulnerability management works best when IT teams are focused on a small number of
incremental improvements and have accountability. GO's Red Team of expert penetration testers identify and
analyze your vulnerabilities, assess exploitability, and prepare a monthly Top 5 report to keep you focused on
your most pressing vulnerabilities. Monthly review meetings keep your IT team engaged, accountable, and not
stuck on roadblocks. This allows IT teams to stop managing vulnerability scanners and to start remediating
critical vulnerabilities. Monthly Vulnerability Management includes twelve (12) rounds of vulnerability scanning,
reporting, and meetings during the year. Quarterly Vulnerability Management includes four (4) rounds.

Monthly Vulnerability Management - 1 year term (**most popular**)

S

16,200

$

13,770

Quarterly Vulnerability Management - 1 year term

6,000

$

5,100
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Value-Added Product Line/Service

SECURITY CONFIGURATION HARDENING REVIEW

Standard Rate

SW1042
Rate

Microsoft Office 365 - single tenant

Custom Quote

~15% discount

Required
Custom Quote
Azure - single tenant Requircéd ~15% discount
Custom Quote
Amazon Web Services - single tenant Requirc();d ~15% discount
Custom Quote
Firewall Ruleset Configuration Review Requirc();d ~15% discount
. . . Custom Quote .
Threat Modeling of an Operationally Critical System Required ~15% discount
Custom Quote
Security Hardening Review - Other .Q ~15% discoun
Required

Virtual CISO SERVICES

Cybersecurity Plan Development

Custom Quote
Required

~15% discount

Information Security Policy & Procedure Development

Custom Quote
Required

~15% discouml






