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PRICING SUMMARY

CYBER SECURITY SERVICES

Technical Testing Services ‘

Service

Description

Fees

External Network
Penetration
Testing

This testing is designed to attack your network
from the outside, demonstrating the impact of an
Internet-based attacker attempting to
compromise systems with externally accessible
interfaces.

$7,200 for up to 64
IP addresses

$1,800 for an
additional 64 IP
addresses

Internal Network
Penetration

This testing is designed to attack your network
from the inside, demonstrating the impact of an
internal threat attempting to compromise internal

$10,800 for up to
500 IP addresses

$7,200 for an

Testing systems that support your enterprise additional 500 IP
infrastructure. addresses
This testing is designed to evaluate wireless $3,600 per facility

Wireless access points and supporting infrastructure. The | up to 800,000 sa.

Vulnerability attack emulates an unauthenticated attacker ft. or 6 SSIDs

Testing attempting to gain access to the wireless $2.700 for an
networks that are present in a specific facility. additional 6 SSIDs
Coalfire’s Application Penetration Testing Service

L includes performing vulnerability analysis with no | small - $6,400

*Appllca_tlon credentials to the application through those of an

Penetration application administrator. Moderate -

Testing (blackbox S o . . $8,800

/ non- Applications pricing will be set at the following

credentialed) tiers based on complexity (see chart below). A Complex -
scoping call will be required for each application $12,800

to determine size and complexity.

*Application
Penetration
Testing
(credentialed)

Applications pricing will be set at the following
tiers based on complexity (see chart below). A
scoping call will be required for each application
to determine size and complexity.

Pricing is based on using a credentialed approach
(Up to 3 total roles: 2 registered and one
anonymous). Applications with more roles will
require an additional scoping discussion.

Small - $10,800

Moderate -
$14,400

Complex -
$19,800

*Application Pen Testing Size and Complexity Guidelines:
To determine the general size and complexity, there are several methods to estimate that

size, depending on the application. Please use this chart as a guideline:
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Application Penetration Testing Guidelines

Small and
. Moderate Large and
Simple Complex

Number of “Pages” <100 <1000 >1000
Number of “Forms” 5 5-30 >30
Number of Functions available
Sa function can be defmeo{,af a for_um , 1-5 6-10 10
feedback form”, “catalog”, “shopping
cart”, “checkout”, “search”, etc.)
H thenticati thod

ow many user authentication me o. S Up to 1 Up to 2 More
(username and password, domain login)

VULNERABILITY SCANNING SERVICES

(CoalfireOne RapidScan Subscription Services)

Service Description Subscription

RapidScan - Includes up to ten (0) external IP $535
each
External addresses per year
RapidScan Only - Includes up to twenty (20) internal IP $1,200
) . each
Internal addresses & Lighthouse appliance per year
RapidScan Internal Includes up to 10 external and 20 internal cach $1,600
& External Combo IPs & 1 Lighthouse appliance per year
Additional External External IP addresses each $15
IPs per year
Additional Internal Internal IP addresses each 8
IPs per year

NETWORK SECURITY & TECHNICAL ADVISORY
SERVICES

Network Security Assessment & Technical Advisory Services

Service Description Fee

Network Security
Assessment &
Advisory Services

Hourly rate for security and advisory support

services. $225 per hour
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