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Client Name: Symantec

Product Name: Symantec Endpoint Client (SEP) Version 12, Date: 3/20/2015
Symantec Network Access Control (SNAC) Version 12

Methods and Criteria

Product Information

Diagnostic testing was performed on a representative sampling of screens and
components of the Symantec Endpoint Protection Client (SEP) and Symantec Network
Access Control (SNAC). The clients were handled separately, as the overall system
configuration of the Symantec Suite calls for the client product to reside on general user
desktops. The Symantec client products primarily used the COM application
programming interfaces, which all behave and communicate directly with the user’s
assistive technology directly through Microsoft Active Accessibility (with the exception of
users of Windows Vista, where the MSAA interface is abstracted through another API,
called the Ul Automation API).

AT/Testing Tools

In order to obtain the most reliable results from application testing, the Symantec
Endpoint Client and Symantec Network Access control were tested using a mix of
techniques, all of which were performed manually. The Microsoft Windows MSAA
Toolkit 2.0 was used for testing the application, to intercept the application calls that
would occur between the Symantec Client and assistive technology (AT). The JAWS
assistive technology screen reader (version 11 and 12) was tested against Symantec
Endpoint Protection using a set of custom JAWS scripts developed by a third party.
Non-mouse access was tested using the keyboard using tabbing, available Windows
and application shortcuts, and access keys. An on overall visual inspection of the use
of color and other visual elements was also used.

Testing Criteria
The application was tested primarily against the Section 508 of the Rehabilitation Act
Standards for software and web applications, due to its mixed use of technology in its
products.

e Section 508 of the Rehabilitation Act
Software Applications & Operating Systems (1194.21)
Functional Performance Criteria (1194.31)
Help & Documentation (1194.41
Usability Guidelines (based off of general usability heuristic best practices, such
as Nielsen’s Heuristic Evaluation Guidelines)
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Product Name: Symantec Endpoint Client (SEP) Version 12, Date: 3/20/2015
Symantec Network Access Control (SNAC) Version 12

Executive Summary

The Symantec Endpoint Protection Client and Symantec Network Access Control meet
MOST of the Section 508 compliance and accessibility standards, by use of MSAA.
However, it fails to meet some of the standards, primarily with providing keyboard
access to some product areas. The following issues were found application-wide, and
are critical to bringing the products as close to Section 508 technical compliance as
possible.

1194.21 —Software Applications & Operating Systems

(a) When software is designed to run on a system that has a keyboard, product
functions shall be executable from a keyboard where the function itself or the
result of performing a function can be discerned textually

The application does meet the criteria in many areas, but fails to provide tab order focus
on a few elements, such as tables.

(b) Applications shall not disrupt or disable activated features of other products
that are identified as accessibility features, where those features are developed
and documented according to industry standards. Applications also shall not
disrupt or disable activated features of any operating system that are identified as
accessibility features where the application programming interface for those
accessibility features has been documented by the manufacturer of the operating
system and is available to the product developer

SNAC occasionally reported and crashed testing tools, such as the MSAA Inspect32
application as threats which were attempting to allocate memory. The Inspect32 tool
uses the same techniques and API calls as assistive technology, and is indicative of
potential issues.

(c) A well-defined on-screen indication of the current focus shall be provided that
moves among interactive interface elements as the input focus changes. The
focus shall be programmatically exposed so that Assistive Technology can track
focus and focus changes

The programs indicate the currently “focused” selection when using the keyboard in
most areas throughout the applications. Furthermore, with the addition of JAWS scripts
the current location of focus is possible to discern in most instances using assistive
technology. Screens such as SEP’s status screen make use of JAWS’ CTRL-S feature
allowing read back of additional status information for users of Assistive Technology.

(d) Sufficient information about a user interface element including the identity,
operation and state of the element shall be available to Assistive Technology.
When an image represents a program element, the information conveyed by the
image must also be available in text
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Although providing a label, many buttons in the applications do not provide descriptive
labels for buttons and areas.

(e) When bitmap images are used to identify controls, status indicators, or other
programmatic elements, the meaning assigned to those images shall be
consistent throughout an application's performance

Some navigation buttons and information labels were not accessible due to the images
representing the information not being focusable or providing descriptive summaries.

Proprietary and Confidential ©TecAccess, 2007 Page-4




Client Name: Symantec

Product Name: Symantec Endpoint Client (SEP) Version 12, Date: 3/20/2015
Symantec Network Access Control (SNAC) Version 12

VPAT
Symantec Endpoint Client (SEP)
Symantec Network Access Control (SNAC)

Since the VPAT must be comprehensive, all Section 508 issues on all pages must be
corrected to achieve compliancy.

Supporting Features (second column on VPAT)

Supports Use this language when you determine the product
fully meets the letter and intent of the Criteria.
Supports with Exceptions Use this language when you determine the product

does not fully meet the letter and intent of the
Criteria, but provides some level of access relative to

the Criteria.
Supports through Equivalent Use this language when you have identified an
Facilitation alternate way to meet the intent of the Criteria or
when the product does not fully meet the intent of the
Criteria.
Supports when combined with Use this language when you determine the product
Compatible AT fully meets the letter and intent of the Criteria when

used in combination with Compatible AT. For
example, many software programs can provide
speech output when combined with a compatible
screen reader (commonly used assistive technology
for people who are blind).

Does not Support Use this language when you determine the product
does not meet the letter or intent of the Criteria.

Not Applicable Use this language when you determine that the
Criteria do not apply to the specific product.

Not Applicable - Fundamental Use this language when you determine a

Alteration Exception Applies Fundamental Alteration of the product would be

required to meet the Criteria (see the access board
standards for the definition of "fundamental
alteration™).
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Symantec Network Access Control (SNAC) Version 12

Date: 3/20/2015

1194.21 Software applications and operating systems

Criteria

(a) When software is designed to run
on a system that has a keyboard,
product functions shall be executable
from a keyboard where the function
itself or the result of performing a
function can be discerned textually.

(b) Applications shall not disrupt or
disable activated features of other
products that are identified as
accessibility features, where those
features are developed and
documented according to industry
standards. Applications also shall not
disrupt or disable activated features of
any operating system that are identified
as accessibility features where the
application programming interface for
those accessibility features has been
documented by the manufacturer of the
operating system and is available to the
product developer.

(c) A well-defined on-screen indication
of the current focus shall be provided
that moves among interactive interface
elements as the input focus changes.
The focus shall be programmatically
exposed so that assistive technology
can track focus and focus changes.

(d) Sufficient information about a user
interface element including the identity,

Supporting
Features

Supports with
Exceptions

Supports with
Exceptions

Supports when
combined with
Compatible AT

Supports when
combined with

operation and state of the element shall |Compatible AT

be available to assistive technology.

When an image represents a program

element, the information conveyed by

the image must also be available in

text.

(e) When bitmap images are used to Supports with

identify controls, status indicators, or Exceptions
Proprietary and Confidential ©TecAccess, 2007

Remarks and explanations

The application meets the criteria in
most areas, but fails to provide tab
order focus in a few instances, such
as tables.

The application no longer reports
assistive technology as a security
threat and blocks or crashes the
assistive technology. On occasion
memory allocations made by AT are
blocked however it does not appear
to have any impact on the ability of
JAWS to read the screen.

The program does indicate the
currently “focused” selection when
using the keyboard in most areas
throughout the applications. On
occasion, the current location of
focus was difficult to discern in some
instances using assistive
technology.

Several buttons or controls in the
applications that do not provide
descriptive labels are described
through JAWS AT.

Some navigation buttons and
information labels were not
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other programmatic elements, the
meaning assigned to those images
shall be consistent throughout an
application's performance.

(f) Textual information shall be provided Supports with
through operating system functions for |exceptions
displaying text. The minimum

information that shall be made available

IS text content, text input caret location,

and text attributes.

(9) Applications shall not override user Does Not
selected contrast and color selections  |Support
and other individual display attributes.

(h) When animation is displayed, the Supports

information shall be displayable in at
least one non-animated presentation
mode at the option of the user.

(i) Color coding shall not be used as the
only means of conveying information,
indicating an action, prompting a
response, or distinguishing a visual
element.

() When a product permits a user to
adjust color and contrast settings, a

variety of color selections capable of
producing a range of contrast levels

shall be provided.

(k) Software shall not use flashing or
blinking text, objects, or other elements
having a flash or blink frequency
greater than 2 Hz and lower than 55
Hz.

(I) When electronic forms are used, the |Supports with
form shall allow people using assistive |exceptions
technology to access the information,

field elements, and functionality

required for completion and submission

of the form, including all directions and

cues.

Supports

Supports

Proprietary and Confidential ©TecAccess, 2007

accessible due to the images
representing the information not
being focusable or providing
descriptive summaries.

Some static text is not available
through operating system functions
for assistive technology.

The screens within the application
did not respect user selected font
size and color adjustments via
Windows Accessibility features.

Product does not make use of
animation

Application does not provide
inherent tools to produce color
changes

Application does not make use of
blinking text or objects

Although providing a label, many
buttons in the applications do not
provide descriptive labels for buttons
and areas.
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Date: 3/20/2015

1194.31 Functional performance criteria

Criteria

(a) At least one mode of operation and
information retrieval that does not require
user vision shall be provided, or support
for assistive technology used by people
who are blind or visually impaired shall be

provided.

(b) At least one mode of operation and
information retrieval that does not require
visual acuity greater than 20/70 shall be
provided in audio and enlarged print output
working together or independently, or
support for assistive technology used by
people who are visually impaired shall be

provided.

(c) At least one mode of operation and
information retrieval that does not require
user hearing shall be provided, or support
for assistive technology used by people
who are deaf or hard of hearing shall be

provided.

(d) Where audio information is important
for the use of a product, at least one mode
of operation and information retrieval shall
be provided in an enhanced auditory
fashion, or support for assistive hearing

devices shall be provided.

(e) At least one mode of operation and
information retrieval that does not require
user speech shall be provided, or support
for assistive technology used by people

with disabilities shall be provided.

(f) At least one mode of operation and
information retrieval that does not require
fine motor control or simultaneous actions
and that is operable with limited reach and

strength shall be provided.

Proprietary and Confidential

Supporting
Features

Supports with
exceptions

Does not
support

Supports

Supports

Supports

Supports with
exceptions

©TecAccess, 2007

Remarks and explanations

On occasion memory allocations
made by AT are blocked
however it does not appear to
have any impact on the ability of
JAWS to read the screen.
Reference 1194.21 for detalils.

On occasion memory allocations
made by AT are blocked
however it does not appear to
have any impact on the ability of
JAWS to read the screen.
Reference 1194.21 for details.

Audio is not used.

Audio is not used.

User speech is not required

Some functions are not keyboard
accessible.
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Client Name: Symantec

Product Name: Symantec Endpoint Client (SEP) Version 12,
Symantec Network Access Control (SNAC) Version 12

Date:

Report Detail: Enpoint Client (SEP)

Status Area

All navigation push buttons are visible and focusable to our testing tools, and all menus
and sub screens did not exhibit any non-visible areas. Screens such as SEP’s status
screen make use of JAWS’ CTRL-S feature allowing read back of additional status
information for users of Assistive Technology.

W Status - Symantec Endpoint Protection

Status

H Status
Scan for Threats
Change Settings

Your computer is protected.

Mo problems detected

View Quarantine
View Logs

LiveUpdate...

RN

The folowing Syrmantec Security components are installed on your cormputer:

Virus and Spyware Protection
Protects against viruses, malware, and spyware
Definitions: Monday, May 23, 2011 r2

Options

Proactive Threat Protection
Provides zero-day protection against urknown threats
Definitions: Thursday, May 05, 2011 r2

Options

Network Threat Protection
Protects against Web and network threats
Definitions: Wednesday, May 18, 2011 r2

Options

Network Access Control
Monitors and enforces compliance with security settings
Definitions: wednesday, April 13, 2011 r1

Options

Scan for Threats Area

Figure 1

All graphics inside the ‘Scan for threats’ page are tagged, and labels are exposable to
our testing tools. The ‘Scans’ table is in keyboard tab order and accessible to someone
using a keyboard only. The table makes proper use of table headers and has no other

accessibility issues.

W Scan for threats - Symantec Endpoint Protection

Scan for threats

Status

| Scan for Threats |
Change Settings Duration:
View Quarantine
View Logs

i® Active Scan
Scan only the most commonly
S infected areas,
1-2 minutes Duration:  30-120 minutes

Run Active Scan

s Full Scan -_ = Host Integrity Scan
REEA  scans your entire computer and B check for compliance with
can run in the background, netwark securiby policies.

pren

Runs in the background

Run Full Scan Run Host Integrity Scan

LiveUpdate...

Seans eonfigured For this compurer. Visw Global Stan Settings

Create a New Scan

Proprietary and Confidential

Scan Name Enabled Type When to Scan Last Scan

Diaily Scheduled Scan No Active Scan Daily MNewer

Scheduled Scan Yes Full Scan Waekly May 23, 2011 11:18 P

<] >
Figure 2

©TecAccess, 2007 Page-9
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Product Name: Symantec Endpoint Client (SEP) Version 12, Date: 3/20/2015
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Change settings

Navigation improvements in this release resolved three issues previously identified in
this area. Configure Settings buttons are now visible to assistive technology testing
tools and all tab navigation within the ‘Change Settings’ area is reachable via the
keyboard.

w Change Settings - Symantec Endpoint Protection

Change Settings

Status | You can change the falowing settings:
Scan for Threats

| Change Settings | Virus and Spyware Protection
Protects against viruses, malware, and spyware

>

[ Eorhaore Setings |

View Quarantine

View Logs
OH Proactive Threat Protection
LiveUpdate... i Provides zero-day protection against unknown threats Configure Settings
Network Threat Protection
Protects against Web and network threats Configure Settings

Network Access Control
Monitors and enforces compliance with security settings Configure Settings

S

Exceptions

Exceptions provide the capabilty to exclude files, folders, and Configure Settings
processes from being scanned.

v

Figure 3

View Quarantine
All buttons and labels were visible to our testing tools.

Issues

In the ‘Risk Details’ window, tables were not visible to our testing tools, and were not in
the keyboard tab order

Proprietary and Confidential ©TecAccess, 2007 Paget0




Client Name: Symantec

Product Name: Symantec Endpoint Client (SEP) Version 12,
Symantec Network Access Control (SNAC) Version 12

Date:

3/20/2015

@ Manual Submission

Action description:  The file was quarantined success  Current location: Quarartine
Date found: f1zfz011 Status: Clean
Categoryi Malware Scan type: Hanual Quarantine Scan
Sub Category: irus SOMAR Risklevel:  Hot available
Dowrload site: Nok avalable SONAR. Unknown
Download by: Mot available
Historical RepUtation:  Reputation was not used in this
it Lo Historical Prevalence: Mot available
Company name: Mot available First Seen: Hot available
Pt e el Current Reputation:  Hot available
Hash: DIF3D2A2EDS16FLS7500 Current Prevalence:  Hot available
34C5275C968010308D15
2AEDDO7939952E636800 URL Tracking: on
7937
Cartactive Actions:
Type Description fction Taken Remediation Status
File cldnN\S\devtype ini Quarantine Successfl

View Logs
Issues

Figure 4

| Close

All “‘View Logs’ buttons and information labels are visible to our testing tools and are

visible to assistive technology.

W view Logs - Symantec Endpoint Protection

View Logs

Status
Scan for Threats
Change Settings @
View Quarantine
| View Logs
LiveUpdate... Q

g & ¢

Proprietary and Confidential

The logs you can view are listed below,

Virus and Spyware Protection
Pratects against viruses, malware, and spyware

Proactive Threat Protection
Provides zero-day protection against unknown threats

Network Threat Protection
Protects against Web and network threats

Network Access Control
Monitors and enforces compliance with security settings

Client Management

Pravides functionality to manage this client.

Figure 5

©TecAccess, 2007

Niew Logs

View Logs

View Logs

Wiew Logs

Wiew Logs
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Product Name: Symantec Endpoint Client (SEP) Version 12, Date: 3/20/2015
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LiveUpdate
No serious issues were found with the LiveUpdate client

Issue
The LiveUpdate Status box may present usability issues to people using screen readers
or other linearizing technology. In extreme cases, such as the one pictured below, the
user may need to listen to dozens and dozens of status messages. Use of JAWS’
expanded keyboard features allows read back of all LiveUpdate messages.

ovelipdun ot
ke it Bt bl i 3 ol

@® LiveUpdate Status

| Status
Scan for Threats
Change Settings

Livellpdate Status

Status of the current Livellpdate session is listed below

View Quarantine

Connected to Livelipdate server s

ssiuly. ~

View Logs be downloaded.
& (1 of 10) finished.
of 10) Fiished.

Cptons

LiveUpdate...

I
Downloading catalog file {5 of 10)
Dowrlaading catalog file (6 of 10)
Do e (7 of 10)

Dor
Do Cptions
Do
Ses: 0 update(s) avalable, 0 update(s) installed
LiveLipdate session s complate. U
v
¥/ Symantec. < ) [ optors_|
Piivacy Statement
“‘ Network Access Control Cptions
( ) e G Monitors and enforces compliance with security settings
Definitions: Thursday, May 05, 2011 1

Symantec Network Access Client

Navigation menu buttons (e.g., Status, Scan from threats, etc.) were visible to our
testing tools. Sub-menu items, such as ‘Protection Technologies’, were also visible to
our testing tools, and reachable using the keyboard. The graphic stating the status of
the computer (e.g., “Your computer is protected”) was visible to our testing tools

Issue

The status label should be placed in the tab order, or higher in the label order (e.g., near
top of page, before navigation menu) so that users using special tools can access the
information faster.
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Symantec Network Access Control (SNAC) Version 12

W Change Settings - Symantec Endpoint Protection

Change Settings

Status | vou can change the folowing setings:
Scan for Threats

| Change Settings ]
View Quarantine
View Logs

A~

Virus and Spyware Protection

Protects against viruses, malware, and spyware i Configure Setiings |

Proactive Threat Protection
Provides zero-day protection against unknown threats Configure Settings

LiveUpdate...

Network Threat Protection

Protects against Web and network threats Configure Settings

Network Access Control

LEIE- -

Monitors and enforces compliance with security settings Configure Settings
Exceptions
Exceptions provide the capabiity to exclude filles, folders, and Configure Settings

processes from being scanned.

v

Figure 7
W Status - Symantee Endpoint Protection EcE A Inspect (32-bit UNICODE Release) (HWND: 0<004C08F4)
D Fie Edt Cptons Mavgasen Atben Mep
N ||l [ 1] B o 2] | FARS BRI T RN
Status D [C 1k e z|m] slels|s] i]Al00 L)
; i LI E—
Your computer is protected. o forst [T
Status —_ P P = Statc” styW[=50000000 el
e v
Scan for Thieats @ No protiems detected, B
g Satting Forctation 0. OV 00JSCEADE) FOFCHFEFEFOROO000
View Quarantinge . .
View Logs The folowing Symantec Security components are nstaled on your computer vy non faive]
Slatn mad on
E—— et B0k W
Liv Virus and Spyware Protaction | Opore || |Descromon: o Fine]
el Frotects aganst viuses, matware, and spyware gl
Defrns: Tuesday, July 12, 2011 r2 Parmer: “Your computer s protectnd ~wndow
Hels nore Faive]
B Proactive Threat Protecti [ Cptors_| sl
roactive Threat Protection 13 ool AR " .
e e AoAaT Urdiown At T DOOSEA cssa-Sutc” mfenlS00000 ik
Dediriiors: Fridday, July 01, 2011 r3 Seection. o bty
Ancenon: Your Computer i pectected. ™ : wandow | nomgl
= malag * nermal
Network Threat Protection | optons | e Haomah Acoaee Cori™ - et - el
Frotects aganst Web and network. threats Syt Hetwork Accmus Cordrml” worekow o abie focsable
Defritiond: Menday, July 11, 2011 r30 Dasbdon” - chert : nomal
Desidon” - windaw nomal
[ Mo Parest |
Network Access Control | Opborrs.
@ Moritors. and enforces, compliance with securnity semngs
Defiriiors: Thursday, May 05, 2011 /1

Figure 8

General Remarks

Overall, the Symantec Endpoint client came close to meeting all Section 508 criteria for
functional access, with the exception to some non-labeled areas that were not
accessible via keyboard. During our testing the Symantec Client occasionally reported
memory allocation blocks by our accessibility testing tools, even though the
SPI_SCREENREADER flag was set (identifying our testing tool as a screen reading
application). The application should ensure that it monitors for assistive technologies
and does not interfere with them.
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Understanding the TecAccess Reports

Executive Summary

The Executive Summary is a preview of the main points of our testing results; its goal is
to provide a condensed version of the longer report's content. This report should help
determine the key results of our findings.

Accessibility Report

The Accessibility Report is a compilation of explanations of Section 508 standards and
Worldwide Web Consortium Web Accessibility Guidelines (WCAG) that specifically
pertain to the testing of your product. Each explanation offers techniques on how the
standard can be applied and provides specific examples that are taken from our test
cases on your product.

Section 508 Standards

All Section 508 issues are considered critical. Therefore, they must be remediated to
achieve compliance with the Section 508 Technical Standards.

Resources

Guidelines For Keyboard User Interface Design
http://msdn2.microsoft.com/en-us/library/ms971323.aspx

Microsoft Active Accessibility
http://msdn2.microsoft.com/en-us/library/ms697707.aspx

Accessibility at Microsoft
http://www.microsoft.com/enable/
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