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OKLAHOMA STATE DEPARTMENT OF HEALTH  
BUSINESS ASSOCIATE AGREEMENT 

 
 
This Business Associate Agreement (BAA), effective on the last signature date below, is entered into by and 
between the Oklahoma State Department of Health (Covered Entity) and ___________________________ 
(Business Associate). 
 
BACKGROUND AND PURPOSE:  The Parties have entered into, and may in the future enter into, one or more 
written agreements that require Business Associate to be provided with, to have access to, and/or to create 
Protected Health Information (PHI), (the “underlying Contract(s)”), that is subject to the federal regulations 
issued pursuant to the Health Insurance Portability and Accountability Act (HIPAA) and codified at 45 CFR, parts 
160 and 164 (HIPAA Regulations).  This BAA shall supplement and/or amend each of the Underlying Contract(s) 
only with respect to the Business Associate’s Use, Disclosure,  and creation of PHI under the Underlying 
Contract(s) to allow Covered Entity to comply with Sections 164.502(c) and 164.314(a)(2)(i) of the HIPAA 
Regulations.  Business Associate acknowledges that it is to comply with the HIPAA Security and Privacy 
regulations pursuant to Subtitle D of the Health Information Technology for Economic and Clinical Health Act 
(HITECH),Title XIII, of the American Recovery and Reinvestment Act of 2009,  including Sections 164.308, 
164.310, 164.312 and 164.316 of title 45 of the Code of Federal Regulations.  Except as so supplemented and/or 
amended, the terms of the Underlying Contract(s) shall continue unchanged and shall apply with full force and 
effect to govern the matters addressed in the BAA and in each of the Underlying Contract(s). 
 
DEFINITIONS:  Unless otherwise defined in this BAA, all capitalized terms used in this BAA have the meanings 
ascribed in the HIPAA Regulations, provided, however, that  “PHI” and “ePHI” shall mean Protected Health 
Information and Electronic Protected Health Information, respectively, as defined in 45 CFR § 160.103, limited to 
the information Business Associate received from or created or received on behalf of the Oklahoma State 
Department of Health (OSDH) as OSDH’s Business Associate.  “Administrative Safeguards” shall have the same 
meaning as the term “administrative safeguards in 45 CFR § 164.304, with the exception that it shall apply to the 
management of the conduct of Business Associate’s workforce, not OSDH’s workforce, in relation to the 
protection of that information. 
 
Business Associate. “Business Associate” shall generally have the same meaning as the term “Business 
Associate” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean the entity whose 
name appears below. 
 
Covered Entity. “Covered Entity” shall generally have the same meaning as the term “Covered Entity” at 45 
CFR 160.103.  
 
HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules 
at 45 CFR Part 160 and Part 164, all as may be amended. 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information, Required By law, Secretary, 
Security Incident, Subcontractor, Unsecured PHI, and Use. 
 



2 
 

Obligations of Business Associate:  Business Associate may use Electronic PHI and PHI (collectively, “PHI”) solely 
to perform its duties and responsibilities under this Agreement and only as provided in this Agreement.  
Business Associate acknowledges and agrees that PHI is confidential and shall not be used or disclosed, in whole 
or in part, except as provided in this Agreement or as required by law.  Specifically, Business Associate agrees it 
will: 
 
(a) use or further disclose PHI only as permitted in this Agreement or as Required by Law, including, but not 

limited to the Privacy and Security Rule; 
 
(b) use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to Electronic 

PHI, to prevent use or disclosure of PHI other than as provided for by this Agreement; 
 
(c) implement and document appropriate administrative, physical, and technical safeguards to protect the 

confidentiality, integrity, and availability of  PHI that it creates, receives, maintains, or transmits for or 
on behalf of Covered Entity in accordance with 45 CFR 164;  

 
(d) implement and document administrative safeguards to prevent, detect, contain, and correct security 

violations in accordance with 45 CFR 164;  
 
(e) make its policies and procedures required by the Security Rule available to Covered Entity solely for 

purposes of verifying BA’s compliance and the Secretary of the Department of Health and Human 
Services (HHS);  

 
(f) not receive remuneration from a third party in exchange for disclosing PHI received from or on behalf of 

Covered Entity;  
 
(g) in accordance with 45 CFR 164.502(e)(1) and 164.308(b), if applicable, ensure that any subcontractors 

that create, receive, maintain or transmit PHI on behalf of the Business Associate agree to the same 
restrictions, conditions, and requirements that apply to the Business Associate with respect to such 
information; this shall be in the form of a written HIPAA Business Associate Contract and a fully 
executed copy will be provided to the Contract Monitor;  

 
(h) report to Covered Entity in writing any use or disclosure of PHI that is not permitted under this 

Agreement as soon as reasonably practicable but in no event later than five (5) calendar days from 
becoming aware of it and mitigate, to the extent practicable and in cooperation with Covered Entity, any 
harmful effects known to it of a use or disclosure made in violation of this Agreement; 

 
(i) promptly report to Covered Entity in writing and without unreasonable delay and in no case later than 

five (5) calendar days any Security Incident, as defined in the Security Rule, with respect to Electronic 
PHI;  

 
(j) with the exception of law enforcement delays that satisfy the requirements of 45 CFR 164.412, notify 

Covered Entity promptly, in writing and without unreasonable delay and in no case later than five (5) 
calendar days, upon the discovery of a breach of Unsecured PHI. Such notice shall include, to the extent 
possible, the name of each individual whose Unsecured PHI has been, or is reasonably believed by 
Business Associate to have been, accessed, acquired, or disclosed during such Breach. Business 
Associate shall also, to the extent possible, furnish Covered Entity with any other available information 
that Covered Entity is required to include in its notification to Individuals under 45 CFR § 164.404(c) at 
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the time of Business Associate’s notification to Covered Entity or promptly thereafter as such 
information becomes available. As used in this Section, “breach” shall have the meaning given such term 
at 45 CFR 164.402; 

 
(k) to the extent allowed by law, indemnify and hold Covered Entity harmless  from all claims, liabilities, 

costs, and damages arising out of or in any manner related to the disclosure by Business Associate of 
any PHI or to the breach by Business Associate of any obligation related to PHI; 

 
(l) provide access to PHI in a Designated Record Set to Covered Entity, or if directed by Covered Entity to an 

Individual in order to meet the requirements of 45 CFR 164.524. In the event that any Individual request 
access to PHI directly from Business Associate, Business Associate shall forward such request to Covered 
Entity within five (5) working days of receiving a request. This shall be in the form of a written HIPAA 
Business Associate Contract and a fully executed copy will be provided to the Contract Monitor.  Any 
denials of access to the PHI requested shall be the responsibility of Covered Entity; 

 
(m) make PHI available to Covered Entity for amendment and incorporate any amendments to PHI in 

accordance with 45 CFR 164.526; 
 
(n) document disclosure of PHI and information related to such disclosure as would be required for Covered 

Entity to respond to a request by an Individual for an accounting of disclosures of PHI, in accordance 
with 45 CFR 164.528, and within five (5) working days of receiving a request from Covered Entity, make 
such disclosure documentation and information available to Covered Entity.  In the event the request for 
an accounting is delivered directly to Business Associate, Business Associate shall forward within five (5) 
working days of receiving a request such request to Covered Entity; 

 
(o) make its internal practices, books, and records related to the use and disclosure of PHI received from or 

created or received by Business Associate on behalf of Covered Entity available to the Secretary of the 
Department of HHS, authorized governmental officials, and Covered Entity for the purpose of 
determining Business Associate’s compliance with the Privacy Rule.  Business Associate shall give 
Covered Entity advance written notice of  requests from DHHS or government officials and provide 
Covered Entity with a copy of all documents made available; and 

 
(p) ensure that all of its subcontractors, vendors, and agents to whom it provides PHI or who create, 

receive, use, disclose, maintain, or have access to Covered Entity’s PHI  shall agree in writing to 
requirements, restrictions, and conditions at least as stringent as those that apply to Business Associate 
under this Agreement, including but not limited to implementing reasonable and appropriate safeguards 
to protect PHI, and shall ensure that its subcontractors, vendors, and agents agree to indemnify and 
hold harmless Covered Entity for their failure to comply with each of the provisions of this Agreement. 

 
 
 
Permitted Uses and Disclosures of PHI by Business Associate:   Except as otherwise provided in this Agreement, 
Business Associate may use or disclose PHI on behalf of or to provide services to Covered Entity for the purposes 
specified in this Agreement, if such use or disclosure of PHI would not violate the Privacy Rule if done by 
Covered Entity. Unless otherwise limited herein, Business Associate may: 
 
(a) use PHI for its proper management and administration or to fulfill any present or future legal 

responsibilities of Business Associate; 
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(b) disclose PHI for its proper management and administration or to fulfill any present or future legal 

responsibilities of Business Associate, provided that (i) the disclosure is Required by Law; or (ii) Business 
Associate obtains reasonable assurances from any person to whom the PHI is disclosed that such PHI 
will be kept confidential and will be used or further disclosed only as Required by Law or for the 
purpose(s) for which it was disclosed to the person, and the person commits to notifying Business 
Associate of any instances of which it is aware in which the confidentiality of the PHI has been breached; 

 
(c) disclose PHI to report violations of law to appropriate federal and state authorities; or 
 
(d) aggregate the PHI with other data in its possession for purposes of Covered Entity’s Health Care 

Operations; 
 
(e) make uses and disclosures and requests for protected health information consistent with Covered 

Entity’s minimum necessary policies and procedures; 
 
(f) de-identify any and all PHI obtained by Business Associate under this BAA, and use such de-identified 

data, all in accordance with the de-identification requirements of the Privacy Rule [45 CFR §(d)(1)]. 
 
Obligations of Covered Entity:   
 
(a)   Covered Entity shall notify Business Associate of any changes in, or revocation of, the permission by an 

individual to use or disclose his or her PHI, to the extent that such changes may affect Business 
Associate’s use or disclosure of PHI. 

(b)  Covered Entity shall notify Business Associate of any restriction on the use or disclosure of PHI that 
Covered Entity has agreed to or is required to abide by under 45 CFR 164.522, to the extent that such 
restriction may affect Business Associate’s use or disclosure of protected health information. 

(c) Covered Entity shall not request Business Associate use or disclose PHI in any manner that would violate 
the Privacy Rule if done by Covered Entity. 

 
(d) OSDH agrees to timely notify Business Associate, in writing, of any arrangements between OSDH and the 

Individual that is the subject of PHI that may impact in any manner the use and/or disclosure of the PHI 
by Business Associate under this BAA. 

 
Term and Termination: 
 

(a)  Term. The Term of this Agreement shall be effective as of the date of the underlying agreement, and 
shall terminate on the date the underlying agreement terminates or on the date Covered Entity 
terminates for cause as authorized in paragraph (b) of this Section, whichever is sooner.  

(b)  Termination for Cause. Business Associate authorizes termination of this Agreement by Covered Entity, 
if Covered Entity determines Business Associate has violated a material term of the Agreement (and 
Business Associate has not cured the breach or ended the violation within the time specified by Covered 
Entity if a cure period is specified).  
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(c)  Obligations of Business Associate Upon Termination. 

Upon termination of this Agreement for any reason, Business Associate, with respect to PHI received 
from Covered Entity, or created, maintained, or received by Business Associate on behalf of Covered 
Entity, shall: 

1. Retain only that PHI that is necessary for Business Associate to continue its  proper management 
and administration or to carry out its legal responsibilities; 

2. Return to Covered Entity (or, if agreed to by Covered Entity, destroy) the remaining PHI that the 
Business Associate still maintains in any form; 

3. Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 with 
respect to PHI to prevent use or disclosure of the PHI, other than as provided for in this Section, 
for as long as Business Associate retains the PHI; 

4. Not use or disclose the PHI retained by Business Associate other than for the purposes for which 
such PHI was retained and subject to the same conditions set out at  above under “Permitted 
Uses and Disclosures By Business Associate” that applied prior to termination; and 

5. Return to Covered Entity (or, if agreed to by Covered Entity, destroy) the PHI retained by 
Business Associate when it is no longer needed by Business Associate for its proper 
management and administration or to carry out its legal responsibilities. 

 
(d) All other obligations of Business Associate under this Agreement shall survive termination.   
 
 
Should OSDH become aware of a pattern of activity or practice that constitutes a material breach of a  
material term of this BAA by Business Associate, OSDH shall provide Business Associate with written notice  
of such a breach in sufficient detail to enable Contractor to understand the specific nature of the breach.  OSDH  
shall be entitled to terminate the Underlying Contract associated with such breach if, after OSDH provides  
the notice to Business Associate, Business Associate fails to cure the breach within a reasonable time period  
not less than thirty (30) days specified by OSDH in such notice; provided, however, that such time period  
specified by OSDH shall be based on the nature of the breach involved [45 CFR §§ 164.504(e)(1)(ii)(A),(B) 
 & 164.314 (a)(2)(i)(D)].  
 
MISCELLANEOUS: 
Interpretation:  The terms of this BAA shall prevail in the case of any conflict with the terms of any Underlying 
Contract to the extent necessary to allow OSDH to comply with the HIPAA Regulations.  The bracketed citations 
to the HIPAA Regulations in several paragraphs of this BAA are for reference only and shall not be relevant in 
interpreting any provision of this BAA. 
 
No Third Party Beneficiaries:  Nothing in this BAA shall confer upon any person other than the parties and their 
respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever. 

 
Business Associate recognizes that any material breach of this Agreement or breach of confidentiality or  
misuse of PHI may result in the termination of this Agreement and/or legal action.  Said termination may  
be immediate and need not comply with any termination provision in the parties’ underlying  
agreement, if any.  
 
The parties agree to amend this Agreement from time to time as is necessary for Covered Entity or BA to  
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comply with the requirements of the Privacy Rule and related laws and regulations. 
 
 
(a) ODSH’s Notice of Privacy Practices is available on its website: www.ok.gov/health. 
  
(b) Any ambiguity in this Agreement shall be resolved in a manner that causes this Agreement to comply 

with HIPAA. 
 
(c) This Agreement embodies and constitutes the entire agreement and understanding between the parties 

with respect to the subject matter hereof and supersedes all prior Business Associate agreements, oral 
or written agreements, commitments, and understandings pertaining to the subject matter hereof. 

 
(d) If Business Associate maintains a designated record set in an electronic format on behalf of Covered 

Entity, then Business Associate agrees that within 30 days of expiration or termination of the parties’ 
agreement, Business Associate shall provide to Covered Entity a complete report of all disclosures of and 
access to the designated record set covering the three years immediately preceding the termination or 
expiration. The report shall include patient name, date and time of disclosures/access, description of 
what was disclosed/accessed, purpose of disclosure/access, name of individual who received or 
accessed the information, and, if available, what action was taken within the designated record set. 

 
Amendment:  To the extent that any relevant provision of the HIPAA Regulations is materially amended  
in a manner that changes the obligations of Business Associates or Covered Entities, the Parties agree to  
negotiate in good faith appropriate amendment(s) to this BAA to give effect to these revised obligations.  
The parties agree to amend this Agreement from time to time as is necessary for Covered Entity or  
to comply with the requirements of the Privacy Rule and related laws and regulations. 
 
A signed copy of this agreement shall be accorded the same force and effect as the original. 
 
IN WITNESS WHEREOF, each of the undersigned has caused this BAA to be duly executed in its name and on its 
behalf. 
 
 
OKLAHOMA STATE DEPARTMENT OF HEALTH   CONTRACTOR 
 
 
 
 
By:__________________________________   By:______________________________ 
 
Print Name:_Robn Green, MPH__________   Print Name:_______________________ 
 
Print Title:_HIPAA Privacy Officer___________   Print Title:  _______________________ 
 
Date:________________________________   Date:____________________________ 
 


