

Notice of Job Opening

Position

Systems Administrator
Application Deadline: Open until position filled

Approximate Starting Date: Immediate

Submit Resume & Cover Letter with salary requirements and availability date via e-mail to:

ITCareers@dac.state.ok.us
District Attorneys Council

421 NW 13th Street, Suite 290

Oklahoma City, OK 73103

Salary & Benefits
Salary is commensurate with qualifications, education, and experience.  This is an unclassified state position with full state retirement and insurance benefits, including paid health, dental, life, and disability insurance for the employee and supplement paid health insurance for dependents.  Annual and sick leave begin accruing immediately.  A criminal background check is required.

Job Description & Duties
The System Administrator (SA) performs operations and project work in support of the District Attorneys Council (DAC) system infrastructure.  The SA manages the hardware and software infrastructure for DAC applications, including operating systems (OS) and custom-developed and commercial off the shelf. The SA oversees and manages day-to-day operations for a small data center and provides operational support for Microsoft and open-source applications and the technical infrastructure in accordance with standard operating procedures.  Work involves developing processes, operating procedures, and project plans to implement and achieve DAC Information Technology (IT) objectives. This position has independent judgment and decision making authority.

Works with System Administrator under the direction of the Information Technology Director and works closely with the Network Administrator. This position requires excellent customer service and organizational skills to support administrative personnel, department supervisors, staff, and DAC customers. Promotes a positive work environment by maintaining respectful interactions with DAC members. This position requires the ability to function successfully in both team and independent work environments.
· Assists and performs work assigned by the System Administrator Team Lead in charge of DAC computer systems.

· Designs and implements all security related functions for DAC computer systems. This includes user ID and password control, backup systems and procedures, and disaster recovery plans and tests.   A disaster recovery test will be conducted at least once a year on all midrange systems.

· Responsible for logging and audit reports that can track activity on the DAC computer systems, most especially the adding, changing and deleting of data.

· Responsible for data replication and reporting metrics which indicate that host and target systems are in sync that are to be reported to the Director of IT.

· Reports on various other security related metrics that are to be reported monthly to the Director of IT.

· Implements change control procedures on midrange computer systems with the approval of the Director of IT.  This involves coordinating software application moves among the applications support staff and other IT specialists.

· Plans for, installs and maintains Windows 200X Servers and other computer systems as required. This includes original installations, upgrades and replacement installations.

· Responsible for maintaining warranty and maintenance contracts on all related hardware/software that reside on DAC servers.

· Maintains proper licensing for all software applications that reside on the DAC computer systems.

· Monitors functions of DAC computer systems internal and external to the DAC to ensure appropriate levels of operations.

· Reports on DAC system performance metrics that will help identify any system problems, and identify when systems are reaching capacity. Estimating future metrics will help determine system life cycles. These reports will be delivered to the Director of IT.

· Researches and makes recommendations regarding the acquisition of new computer systems.

· Assists System Administrator and Network Administrator in a variety of different areas, including but not limited to: e-mail and the Exchange server; digital multimedia applications.

· Assists System Administrator with coordinating security related activities with the Network Administrator.

· Acts as resource to internal IT staff and district IT coordinators, and as external consultant to other state agencies, and/or other organizational units as directed

· Acts as a team member and backup to the Team Lead for all Systems Support and infrastructure project activities, including workload distribution and monitoring.

· Attends meetings as required.

· Performs other duties as related to information technology systems.

Work Experience Requirements
· 2+ years Day-to-Day Operational Support and Maintenance of Server Hardware & Operating Systems 3+ years Active Directory Account Administration / NTFS Permissions Management

· 2+ years backup and restoring of all servers including Database Backups

· 2+ years configuration for Proactive Management and Responding to System Alerts

· 2+ years providing “Uptime” & Reporting Statistics in line with defined Service Level Agreements

· 2+ years proactively Reviewing & Reporting on System Performance and Capacity Trends

· 2+ years basic Switch and Router configuration and troubleshooting

· 2+ years configuring and managing basic VPN connectivity 
Education Requirements
A bachelors degree from an accredited college or university in computer science or a related field and three years experience working with networked servers and/or small to midrange business computing systems.  Experience may substitute for education on a year for year basis as follows: graduation from high school or equivalent and six years working in computer related areas; two years of the computer experience must be with Microsoft Windows 200X servers or other small to midrange computing systems running LINUX or UNIX or other OS.
Physical Demands
While performing the duties of this job, the employee is regularly required to talk and hear. The employee is frequently required to sit and reach with hands and arms and perform repetitive motions with wrists, hands, and fingers. The employee is occasionally required to stand and walk. The employee must occasionally lift and/or move up to 50 pounds or more. Specific vision abilities required by this position include close vision, color vision, depth perception, ability to adjust and focus, and the ability to see clearly at 20 feet or more.
Work Environment
While performing the duties of this job, the employee is occasionally exposed to moving mechanical parts, work in high precarious places and the risk of electrical shock. Frequently handles emergency or crisis situations and may be subject to varying and unpredictable situations and work hours. The employee is subject to frequent interruptions, multiple calls and inquiries, and may occasionally handle absentee replacement on short notice. The noise level in the work environment is usually moderate.
Agency Description

The District Attorneys Council is the administrative and coordinating agency for the 27 district attorneys in Oklahoma. The agency provides required training for the district attorney system, handles payroll and insurance, monitors federal grants, serves as a legislative liaison, coordinates the state’s Drug Task Forces, works with the Department of Human Services in coordinating child support collection, and serves as home to the Oklahoma Crime Victims Compensation Board. For more information visit us at https://www.ok.gov/dac/. 
The IT Division of the District Attorney’s Council provides enterprise Information Technology services to Oklahoma District Attorney’s offices and supports computer applications on more than 750 computer workstations on a state wide network.

The District Attorneys Council is an unclassified state agency. The non-smoking office is housed in a building with free parking.
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