

[image: image1.wmf]
Version 1.0

31 October 2007

TABLE OF CONTENTS

Each topic in the Table of Contents is a bookmark. When the reference topic is clicked you will quickly jump to the specific location in the document. Use the “Back” button (Alt + Left Arrow) to return to the Table of Contents. 

2EMERGENCY OPERATIONS PLAN INFORMATION


2EMERGENCY NUMBERS


2County ______, Area _____ Emergency Numbers


2<Agency Name> Management Personnel


2Disaster Team Members


2Safety Roles


2Employees/Clients Needing Special Assistance & Their Helpers


2Distribution List for <Agency Name> Personnel


2<Agency Name> Ham Operators


2Homeland Security


2Emergency Evacuation Procedures/Situations


2Fire Evacuation


2Tornado Safety


2Lightning Safety


2Bomb Threat


2Hostage Procedures:  General Guidelines


2Explosion – Earthquake – Severe Building Damage


2Utility Failure – Gas Leak – Persons Stranded In Elevator


2Emergency Evacuation of Persons with Limited Mobility/Special Needs


2OFFERING ASSISTANCE TO OTHERS:


2First Aid


2Injury Reporting


2RESPONDING TO INJURIES TO VISITORS AND EMPLOYEES


2Continuity of Operations Plan (COOP)


2Overview


2Objectives


2Assumptions


2Definition


2Continuity of Operations Plan Implementation


2Part 1 Unit Information


2Section 1: Business Office Name


2Section 2: Name and Phone Numbers for Office Team Members


2Section 3: Office Staff Responsibilities


2Section 4: The Preliminary Assessment


2Part 2 Office Requirement Needs (From 12 Hours to 30 Days)


2Section 1: Office Space


2Section 2: Equipment / Furniture


2Section 3: Essential Supplies


2Section 4: Specialized Software


2Section 5: Data and Master Files backup procedures


2Section 6: Physical Files


2Part 3 Processes / Functions


2Section 1: Critical Daily Processes


2Section 2: Other Critical Services


2Section 3: Written or Online Documentation/Procedures


2Part 4 Damage Assessment Log


2Part 5 Miscellaneous


2Part 6 Communication Plan


2Part 7 Plan Maintenance/Testing




EMERGENCY OPERATIONS PLAN INFORMATION

Each office or facility should develop an Emergency Operations Plan, which is followed in the event of tornado, fire, bomb threat, hostage situation or other emergency occurrence.  A Continuity of Operations Plan, which is designed to cover from hour 12 to day 30 of an emergency, should also be implemented. 

The following template provides an easy way to record and maintain all the information needed by your local facility to respond to and recover from an emergency.  The following steps will help you get started:

· Since the template is read-only, save it to your local server before entering your emergency information.  This will be your master copy.

· When you have completed the plan, copy it to a “Business Recovery Plans” folder on your server or at a designated alternate site.  These copies should be automatically re-copied with each update of the plan.  From here, Management can review and approve the initial plan and any updates.  Also, appropriate levels of supervision will have access to the most current plan in the event of an emergency.  

· The facility supervisor or designee responsible for the Emergency Operations Plan should designate one or more staff that will update the Emergency Operations Plan document.  Please give those persons read/write permission to access the plan location.  All other staff will have read-only access.

· Update and re-copy your plan to an alternate server at least once a year.  We strongly encourage you to continuously update your plan as personnel and contact numbers change.  It is important that names of those requiring assistance be updated as changes occur, to include their helper/assistants.  

· Be sure the revision date on the title page is changed each time the plan is changed.  

· To be prepared for potential outage, keep a printed copy of the plan on file in the office and at a user’s residence at all times, and make new print copies with each update.  

Mandatory Backup/Off Site Storage:

Check the server data backups for each office. It is imperative that all critical server data is backed up. The facility/office supervisor is responsible for making sure that the last good full backup tape is taken offsite weekly. They will decide where the tape is to be stored, and make sure that their designated Business Recovery personnel have access to emergency phone numbers. When a potential outage occurs the most recent backups need to be available to ensure a successful recovery of the data. 
EMERGENCY NUMBERS

	Name
	Title
	Work
	Cell
	Pager
	Home

	Emergency Command Center Hotline
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Other State Emergency Contacts
	Name
	Title
	Work
	Cell
	Pager
	Pin
	Home

	
	
	
	
	
	
	

	
	
	
	
	
	
	


County ______, Area _____ Emergency Numbers

	City
	Emergency Operations Center
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	City
	County 

 Ambulance Services
	Phone Number

	
	
	

	
	
	


	City
	 Fire Departments
	Phone Number

	Oklahoma Area-wide
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	Sheriff & Police Departments
	Phone Number
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	Hospitals & Clinics
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	City
	Name of Electrical Services
	Phone Number
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	Name of Gas Companies
	Phone Number
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	Name of Water Departments
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	City
	Name of Propane Companies
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	City
	Name of Community Resources
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	
	Equipment Vendors & Services Contracts
	

	City
	Vendor Name
	Phone Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


EMPLOYEE PHONE NUMBERS ARE NOT TO BE GIVEN OUT – EMERGENCY USE ONLY!

	<Agency Name> Management Personnel

	Team Position
	Name
	Home
	Work
	Other

	
	
	
	
	

	
	
	
	
	


	Disaster Team Members 

	Team Position
	Name
	Home
	Work
	Other

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Safety Roles 

	Team Position
	Name
	Home
	Work
	Other

	Safety Officer
	
	
	
	

	Alternate Safety Officer
	
	
	
	

	Alternate Safety Officer
	
	
	
	


	Employees/Clients Needing Special Assistance & Their Helpers

	Name of Person needing Assistance
	Name of Helper
	Name of Alternate Helper

	
	
	

	
	
	

	
	
	


Any employee with health issues should inform their immediate supervisor about assistance.

	Distribution List for <Agency Name> Personnel

	Team Position
	Name
	Location

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Each employee will be given a hard copy at the time of entry on duty and at each revision.

	<Agency Name> Ham Operators

Emergencies and Storm Spotting Three contacts will be sufficient.

	Name
	Cell Phone
	Call Sign
	 

	
	
	
	

	
	
	
	

	
	
	
	


Homeland Security

All persons are encouraged to familiarize themselves with the Homeland Security Web page for your site’s emergency precautions so that you will be prepared in the event a response is warranted.

Emergency Evacuation Procedures/Situations

Emergency 

These sections on Emergency Evacuation procedures and situations can be reproduced and maintained at your workstation, in your home, school or other locations as required. It provides a useful document for your personal safety and has application in and out of the workplace.

Fire Evacuation 

Flashing lights signal the fire alarm.

· Before leaving your area turn off electrical equipment and close (Don’t lock) doors against the fire.

· Follow established evacuation route (see below) to nearest safe exit.

· Take visitors with you and be responsible for their safety.

· Do not backtrack or re-enter the building after exiting.

· Assemble in your designated area so that all persons may be accounted for.

· Remain in your assembly area until local authorities give the “all clear” to return.

Evacuation Plan:
List individual site evacuation plans.
Tornado Safety

Each City/Town maintains a citywide civil defense warning siren that will be sounded in the event of a tornado warning.  We also have weather radios for advisories.  We have a First Aid Kit, flashlights, batteries, and a lantern for emergency use.  If severe weather is imminent and you are outdoors, move indoors as quickly as possible.  If we receive sufficient warning time, the employee may opt to take leave to go home with the approval of their supervisor.

1. Lock/secure all file cabinets. 

2. Turn off electrical machinery and equipment.

3. Close hallway doors as you leave to shield the corridors from flying debris.

4. The Safety Director will pass the word via the paging system.  Move to the designated shelter area.  All employees are to remain in the shelter areas until danger is passed.  

5. In buildings without designated shelters move to a small room on the lower levels, an interior hallway, or basement.  Stay away from windows and doors.  Use available furniture/equipment as a protective shield.
6. Avoid upper floors, large glassed areas, auditoriums, and windows.

7. Stay out of parking lots exterior walkways.

8. Stay away from electrical appliances.

9. Use the telephone for emergency calls ONLY.

10. STAY CALM AND ALERT.

11. Call 911 to report damage.

12. Remain in your designated area until your local authorities give the “all clear”.

Lightning Safety

All thunderstorms produce lightning that can strike as far as 10 miles away from any rainfall.  On average, 20 percent of strike victims die; 70 percent of survivors suffer serious long-term effects.  Lightning kills more people than tornadoes do.

1. If you hear thunder, go to a safe shelter immediately.  Avoid standing in water.

2. Sturdy buildings are the safest place to be.  Avoid sheds, picnic shelters, baseball dugouts, and       bleachers.  If no sturdy building is nearby, get in a hardtop vehicle with windows closed.  The steel        frame of the vehicle provides some protection if you are not touching metal.

3. If you can’t get to a shelter, crouch in the open keeping twice as far away from a tree as it is tall.

4. Avoid metal!  Drop metal backpacks, golf clubs, fishing rods, or tools.  Avoid fences and electrically       conductive objects.

5. Never seek shelter under trees.  Don’t huddle in a group.

WHAT TO DO IF SOMEONE IS STRUCK BY LIGHTNING:

1. Call 911 immediately.  Get medical attention as quickly as possible.

2. Give first aid.  If the victim has stopped breathing, begin rescue breathing.  If the victim’s heart has stopped beating, a trained person should give CPR.  If the person has a pulse and is breathing, address any other injuries.

3. People struck by lightning carry no electrical charge that can shock other people.  You can attend to them without risk of shock.

Bomb Threat 

Supervisors are responsible for insuring that all employees become familiar with the Bomb Threat Procedures.  When a Bomb Threat is received, the information listed below outlines the Department’s Bomb Threat Aid – 

Remain as calm as possible.

· Write down the exact wording of the threat.

· Ask the caller to repeat the message, if possible.

· DO NOT HANG UP - Leave the telephone off the hook.

· Questions to ask the caller.

· When is the bomb going to explode?

· Where is it right now?

· What does it look like?

· What kind of bomb is it?

· What will cause it to explode?

· Did you place the bomb?

· Why?

· Where are you?

· What is your name?

· Listen to the caller’s voice characteristics:

· Male or Female

· Calm, Angry, Excited, Slow

· Rapid, Soft, Loud, Laughing

· Crying, Normal, Distinct, Slurred

· Nasal, Stutter, Lisp, Raspy

· Deep, Ragged, Clearing throat, Deep breathing

· Cracking voice, Disguised, Foreign, Familiar

· Listen for background sounds:

· Street (Cars, Busses, etc.), Airplanes

· Voices, PA System, Music

· House (Dishes, TV, etc.), Animal noises

· Motor (Fan, Air Conditioner, etc.)

· Office machinery, Factory machinery

· Clear, Static, Local call

· Long distance call, Phone booth

After completion of the Bomb Threat call (Remember to leave the telephone off the hook - do not hang up), the employee should immediately notify their supervisor or other manager or administrator.  DO NOT discuss the call with other employees. 
The supervisor, manager, or administrator will immediately notify the following and provide all information regarding the call:

Local emergency responder:

911 ___________ City Police Department
24/7 Emergency Hotlines

Risk & Safety Management


Public Information Office (Communications)


Area ____ Director


Field Operations Director


Unless there is indication of immediate danger, the decision to evacuate the building will be made at the direction of the Police authorities, __________ Administration, or the Supervisor or their designee(s).  In the event an evacuation is ordered, employees should visually inspect their work area, report any unfamiliar or suspicious objects to their supervisor and/or local law enforcement authorities, and leave the area as directed.  Under no circumstances should any employee move or touch any suspicious items/objects.

When the decision to evacuate the building is made, the Safety Officer or their designee will coordinate the evacuation of the building using the most expedient manner of notification available (the fire alarm system will not be used).
BOMB THREAT QUESTIONNAIRE

<Agency Name>




Date:  






Department _____________________________

Time:  




· Report call immediately to Emergency Coordinator.
· Keep calm!

· Advise the caller, if you can, that the detonation of the bomb may kill or injure innocent people.

· Alert Manager/supervisory personnel immediately to listen to, and if possible, record the call.

· OBTAIN AS MUCH OF THE FOLLOWING INFORMATION AS POSSIBLE:

1. When is bomb going to explode?  





2. Where was it placed? (address/floor/room) 





3. Did you place it there?  





4. What does it look like?  





5. What kind of bomb is it?  





6. What will cause it to explode?  





7. Where are you now?  





8. What is your name?  





9. What is your address?  





10. Exact wording of threat?  ​





Callers Voice Description:  Check all that apply


Gender:  Male

​      Female   


   Calm  


Crying  


Lisp  

        


   Angry  


Distinct  


Raspy  




   Soft  


Slurred  


Deep  




   Loud  


Nasal  


Laughter  




   Child  


Young  


Stutter  




   Accent/Type  




Does the Voice Sound Familiar?    Yes _______      No _______


If yes, who?  








Background Sounds:  Check all that apply


Street  


PA System 


Bus Station  


Restaurant  


Music  


Office Machines ​​​



Voices  ​


Airport  


Factory  ​



Booth  


Children  


Other  


Thread Language:


Well Spoken 


Irrational 

Incoherent  


Foul  


Taped  

Message text read 


Remarks:  







Number/Extension at which call was received:  





Employee Name and Title:  





Information Given to:  







Date  



Time  




Hostage Procedures:  General Guidelines

· Don’t be a hero, accept your situation and be prepared to wait.

· The first (15 to 45) minutes are the most dangerous for all concerned.  Follow the instructions of your captor.  The longer you are together, the less likely the captor will hurt you.

· Don’t speak unless spoken to and only if necessary, try to be friendly if possible, but not phony.

· Try to get rest, sit if you can, if the situation goes for a long period of time, try to sleep if you can.

· Don’t make suggestions to the hostage-taker; if your suggestion goes wrong, he may think you planned it that way.

· Don’t try to escape unless you are absolutely sure you can make it, and even then rethink it before you try.

· If anyone needs special medication, inform your captors.

· Be observant of everything you see and hear, try to memorize the number of captors, their description and conversation, weapons carried, etc.  Also the number and identities of other hostages.  You may be released and your information will help the police.

· If you are permitted to speak on the phone, be prepared to answer “yes” or “no” to questions asked by the police.

· Don’t be argumentative to captors or other hostages, put forth a cooperative attitude.

· Don’t turn your back on your captors unless directed to do so, but don’t stare at them either, eye contact can be good.  People are less likely to harm someone they are looking at.

· Be patient, even though the police may appear to be doing nothing, they are engaged in a complete program designed to rescue you unharmed as soon as possible.

· If you believe a rescue is taking place, or you hear a noise or shooting, hit the floor and stay down.  Keep your hands on your head; do not make any fast moves.

Panic Button Alarm Procedures

If an employee feels that they need assistance with an irate client, they are to push the button to summon help.  When the alarm goes off, security should be notified via their cell phone.  All supervisors should respond to the alarm.  If several converge on the area at one time, two supervisors should check on the employee.  Never assume that it is a false alarm.

If the alarm was pushed by accident, the supervisor should disarm it.  Directions for this process should be available to all Supervisors.  Check the light the alarm light to make sure it has been disarmed.

Explosion – Earthquake – Severe Building Damage

IN THE EVENT OF AN EARTHQUAKE OR EXPLOSION, TAKE THE FOLLOWING ACTIONS:

IF OUTDOORS:

1. IF YOU ARE OUTSIDE, STAY OUTSIDE.  Move away from trees, signs, buildings, electrical poles, and wires.  Protect your head with your arms from falling bricks, glass, plaster, and other debris.

2. Move away from fire and smoke, and at least 300 feet away from the affected building.

3. Follow the same assembly procedures as outlined in the Fire Evacuation section.

4. Check for injuries and give or seek first aid.

5. Be alert to safety hazards (fires, electrical, gas leaks, etc.).

6. Do not use telephone or use roadways unless absolutely necessary.

7. Be prepared for aftershocks.

8. Cooperate with emergency response personnel, keep informed, and remain calm.

IF INDOORS:

1. Immediately take cover under tables, desks, or other such objects for protection against flying glass and debris.
2. If you are not near a sturdy object, make yourself as small as possible and cover your head and neck.

3. In an earthquake, if you stand in a doorway, brace yourself against the frame and watch out for swinging doors or other people.

4. Avoid overhead fixtures, windows, tall furniture, bookcases, and heavy objects that could fall or shatter.

5. After the effects have subsided, evacuate the immediate area.

6. Seek and assist injured and disabled persons in evacuating the building.

7. Do not light matches and DO NOT turn lights on or off.

8. Exit via the stairway.

9. DO NOT USE ELEVATORS.

10. Keep roadways and walkways clear for emergency vehicles.  Wait for further instructions from the Police or other properly identified emergency personnel.  
11. DO NOT RE-ENTER the building until instructed to do so.

Utility Failure – Gas Leak – Persons Stranded In Elevator

POWER OUTAGE: 

1. Notify your supervisor who will contact the appropriate utility company.  Telephones are answered XX hours a day.  

2. If evacuation of the building is required, use the Fire Evacuation plans as outlined previously.

3. Do not perform procedures using hazardous materials until power is restored. 

FLOODING:

1. If flooding occurs because of a plumbing failure or other problem, stop using all electrical devices.

2. Report the specific location of the flooding to the supervisor.

3. As necessary, evacuate the area or building.  See the Fire Evacuation section of this document. 

GAS LEAK:
1. Cease all operations immediately and evacuate the area in accordance with Fire Evacuation procedures as soon as possible, notifying others as you leave.  

2. Do not switch light on or off.  Do not take time to open windows or close doors.

3. Leave the area to report the gas leak.  In the event of a severe leak, contact the Fire Department by calling 911.

4. DO NOT re-enter the building until cleared to do so by the Fire Department or other proper authorities.

PEOPLE TRAPPED IN AN ELEVATOR:

1. If you are trapped, push the alarm button and wait for help.  

2. If you discover trapped persons, talk to the trapped people to keep them calm until help arrives.

Emergency Evacuation of Persons with Limited Mobility/Special Needs

IF YOUR MOBILITY IS LIMITED:

Pre-planning is essential for a safe evacuation.  If you are a person who has special needs, know your limitation and consider what you would do in an emergency.  If you need to evacuate, help yourself and your rescuers by providing them with the information they need about the best ways they can assist you since people may not be aware of your circumstances or how to help.  Consider having a primary person to assist, but have a back-up person just in case the primary person may not be available in an emergency.  

OFFERING ASSISTANCE TO OTHERS:

VISUALLY IMPAIRED PERSONS:  

In an emergency, tell the person the nature of the emergency and offer to guide him/her to the nearest emergency exit.  Have the person take your arm as you escort him/her out.  This is the preferred method when acting as a “sighted guide.”

HEARING IMPAIRED PERSONS:

1. Write a note telling what the emergency is and the nearest evacuation route.  For example:  “Fire – go out rear door to the right and down, NOW”.

2. Turn light switch off and on to gain the person’s attention and then use gestures to show what to do.

AMBULATORY PERSONS USING CRUTCHES, CANES, OR WALKERS:

Carrying options include a two-person locked arm position or having the person sit in a sturdy chair, preferably one with arms.  If time permits, call for assistance.

NON-AMBULATORY PERSONS (e.g., wheelchairs): 

Move to an area of refuge such as a stairwell, if possible.  There are many considerations when moving someone who is in a wheelchair.  For example, wheelchairs have moveable parts and some are not designed to withstand the stress of lifting a person.  You may have to remove chair batteries.  Life support equipment may also be attached.  Because lifting a person with minimal ability to move may be dangerous to them, pre-planning for individual needs is best. 

WHEN LIFTING A PERSON, REMEMBER TO USE PROPER LIFTING TECHNIQUES:

1. Never try to lift someone alone.  Always get two persons to help lift a person.

2. Place one foot a little ahead of the other with toes pointed out slightly.

3. Place your feet about shoulder width apart.

4. Bend at your knees and lift yourself and the person with your legs, keeping your back straight.

First Aid

EXPOSURE TO BLOOD (or other potentially infectious material):  Take the following actions immediately, then report the exposure on the ADM-46 and ADM-46B as soon as possible.  See the section of INJURY REPORTING.  Always report all exposures to blood to your supervisor immediately.

1. PERCUTANEOUS EXPOSURE:  If you are stuck with any sharp object that is contaminated with human blood or other potentially infectious material, wash the area thoroughly with water and soap.

2. Proceed to a healthcare facility for care within 1 to 2 hours of the exposure.

3. SPLASH TO THE EYES, FACE, MUCOUS MEMBRANES, OR BROKEN SKIN:  Flush the area with water and proceed to a healthcare facility for care within 1 to 2 hours of exposure.
HEAD/SPINE INJURY:

1. Never move a person who may have a spine injury unless they are in life-threatening/immediate danger.

2. All head or spine injuries can be very serious.  Seek medical attention. 

UNCONSCIOUS PERSON:

1. Check for breathing and pulse, summon help.

2. If you are trained, perform CPR if needed.

3. Place the victim on his/her side, unless there is the possibility of fall or other injury.

BLEEDING:

1. For control of minimal bleeding, use disposable gloves and apply direct pressure using a clean, dry dressing.

2. For control of spurting blood, use disposable gloves, a gown, a mask, and protective eyewear and apply direct pressure using a clean, dry dressing.  

3. Watch for shock and seek medical attention as needed.

SHOCK:
1. Make sure the victim is breathing.  Then get help.

2. Stop any life-threatening bleeding by applying direct pressure to the wound.

3. Lay the victim down and elevate the legs 6-8 inches.

4. Cover the victim to keep warm. 

5. Continue to monitor the victim until help arrives.

SEIZURE/CONVULSION:

1. Do not restrain the patient.

2. Place victim on side and protect the head and limbs.

3. Do not force anything into the mouth.

4. Seek medical attention.  

CLOSED FRACTURE:

1. Do not move victim unless there is danger of fire, explosion, or other life-threatening emergency.

2. Do not try to set a fracture or straighten an injured limb.

3. Stabilize the injured area.

4. Seek medical attention.

SMALL OBJECT IN EYE (S):

1. Wash gently with normal saline or flush with water.

2. Do not rub your eye(s) and seek medical attention.

ELECTRICAL INJURIES:

1. Never touch the victim before turning off the power.

2. Seek medical attention immediately.

DISLOCATION:

1. Immobilize joint in the position found and do not attempt to straighten.

2. Seek medical attention.

FROSTNIP/FROSTBITE:

1. Remove jewelry if possible.

2. Warm affected area with lukewarm water (never hot) only until thawing is complete.

3. Dry heat is not recommended.

4. Do not rub the affected area.

5. Seek medical attention, especially if blisters occur.

HEAT STRESS:

1. Get the person into the shade or a cool area.

2. Loosen restrictive clothing. 

3. Cool the person using cool water, not ice.

4. Give sips of cool water to drink, but not ice water, only if the person is conscious.

5. If Heat Stroke is suspected, seek medical attention immediately (this is a life threatening condition).

PERSONAL DECONTAMINATION:

1. Flush contaminated skin thoroughly with water, then wash repeatedly with mild soap and warm water.

Injury Reporting

SLIPS, TRIPS, AND FALLS

Spilled liquids and wet floors are one of the major causes of slips, trips, and falls.  If you spill something, please clean it up immediately.  If you discover a spill or wet floor and need assistance, please contact the appropriate personnel.  Report all other trip and fall hazards (malfunctioning elevators, holes in the sidewalk, loose carpet, etc.).

RESPONDING TO INJURIES TO VISITORS AND EMPLOYEES

If any situation appears to be a medical emergency, contact 911 to get help immediately.

VISITORS:  If any visitor is injured, or if you see a visitor who is injured, do the following:

1. Immediately report the incident to your supervisor. 

2. The employee reporting the incident – NOT the injured visitor – must fill out the Standard Liability 

3. Incident Report and Scope of Employment forms.

4. Send the original completed form to Risk, Safety, and Emergency Management keeping a copy on site.

5. Do not take documents, estimates, or other paperwork from claimant.  The claimant must contact the appropriate authority to handle their claim.

6. DO NOT suggest, recommend, or insist that the claimant go to a doctor, call an ambulance, or suggest who will pay for it.

7. If you have any questions about reporting an accident/incident or injury involving a visitor, call (???) ???-????.

EMPLOYEES:  In the event of an accident involving injury or illness suffered on-the-job by any employee, the following procedures must be followed:

1. If life-threatening, seek emergency medical treatment.

2. Employees must notify their immediate supervisor as quickly as possible of any on-the-job injury or illness.  
3. If not an emergency, the supervisor should be notified BEFORE the employee seeks medical treatment.

4. The supervisor is responsible for recording the details of the incident for the assigned investigator of the claim
INCIDENT REPORT
Date:  


  Report Taken by:  



  Title:  




1. Building:  



2. Address:  ​

3. Victim:       Employee  _____     Visitor  _____     Other Bldg Tenant  _____

4. Sex:     Male  _____     Female  _____

5. Name:  


6. Address:  

      City/State/Zip Code  


7. Phone:   Residence  __________________   Business  

8. Time of Incident:  ___________________

9. Type of Incident:  

10. Location of Incident:  

11. Description of Incident Loss:  

12. Injuries Sustained:  

13. Medical Treatment Required:     Yes _____   No  _____


If Yes, where treated? ​


Name of attending Physician  


Admitted:  Yes _____   No ​​​​_____
14. Other Remarks: 

15. Name and Addresses of Witnesses:

16. Were Police on-site?     Yes _____   No _____


If yes, which Agency?  


Contact:  


17. Copy of report given to police?     Yes _____    No _____


If yes, give the date:  ____________  Given to: 

Continuity of Operations Plan (COOP)

Overview

The Continuity of Operations Plan (COOP) provides a structure and process to recover and/or restore services caused by an unplanned business interruption, such as loss of utility service, building evacuation, or catastrophic event such as a major fire, ice storm, or tornado. 
The COOP is developed to provide or supplement emergency response plans and daily operating procedures.  It will provide the outline of steps to be followed to recover from major or minor disasters for the organization.  This plan will also include availability of equipment and personnel for both automated and manual critical functions. Federal guidelines suggest that the COOP is intended to cover from hour 12 of the emergency to day 30.  

Objectives

· Design preparations and procedures capable of responding to a disaster of any size within the organization.

· Ensure the plan is well understood by the staff

· Ensure the plan can be activated and functioning on short notice.

· Ensure the plan is monitored and maintained on a constant and systematic basis.

· Provide business recovery procedures that include changes as they occur within the organization.
Assumptions

The following assumptions are made in developing the COOP:

· Surface transportation will be available.
· A regional emergency could delay the restoration of required services (i.e. water, electricity or telecommunications).
· Key personnel or alternates are available for the recovery effort.

· Multiple locations may be interrupted.
· Records and files required for recovery are backed up and stored off-site.

· Computer files are backed up and a rotation policy is in place.

· Off-site storage facilities and materials are available.

· All information necessary to notify required internal and external contacts is documented and maintained in the COOP.

· The Executive Team and staff are familiar with the COOP.

· The affected facility needs to be operational as soon as possible.
Definition

A disaster is defined as any disruption of services.   

Notification

Notification is essential in all disaster situations (any outage of computer processing capability or essential services to the organization). Notification of the disaster up to the top Executive/Administrator or designee is required to establish the severity and impact of a disaster and the extent of the recovery effort required to resolve the incident.  Initial contact should be made with <Agency Name> Management and they will notify appropriate personnel.  This will centralize the contact process(es) required to alert the appropriate staff and/or team(s).
Category (Major or Minor)
Management will determine the category of disaster (major/minor) based on the information derived from the initial assessment of the damage.  Example:  How many users are affected; the anticipated time to recover and criticality of services delivered or impacted by the disruption.

Major Disasters 

Can occur at any facility across the state.

· Fire within the building or office facilities.

· Environmental outages (electricity, air conditioning, etc.).

· Computer equipment failure (Host CPU, DASD, Network, Servers, Terminals).

· Application system processing failure.

· Computer viruses.

· Weather related (Snow, Ice, Water, Wind, Heat)

Minor Disasters 

Can also occur at any facility across the state.

· Interruption of Data Circuit link to any remote office.

· Failure of remote terminal control unit / Router and/or Hub.

· Failure of terminal, printer or Computer.

· Application failure impacting local office(s) segments.

· Program product system failure.

· Production processing failures (incorrect, incomplete, etc.)

· Water Leak/Flooding
· Internal Gas Leak/Odor or Chemical smell

Continuity of Operations Plan Implementation

Part 1 Unit Information

Section 1: Business Office Name 

(Division Office Name)
Section 2: Name and Phone Numbers for Office Team Members

	
	Name
	Home
	Work
	Pager/ Pin #
	Cell #

	Primary
	
	
	
	
	

	Alternate
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	

	Team Member
	
	
	
	
	


Section 3: Office Staff Responsibilities

	Name
	Job Classification
	Working Title
	(1-2 sentence description)

Specific Job Responsibility

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 4: The Preliminary Assessment

_____________ or designee will conduct the preliminary assessment of the damage in this office with the assistance of other office personnel.

Part 2 Office Requirement Needs (From 12 Hours to 30 Days)

Section 1: Office Space

	Name of Alternate Facility
	Physical Location of Alternate Facility
	Individual responsible for coordination
	Date MOA signed

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


The plan is to operate from an alternate facility therefore reducing the need to move equipment and supplies.  All portable equipment will be utilized if operational.  If necessary, manual processes will be utilized.  Manual processes should be available and addressed in your Business Continuity Plans. 

See Part 3 of this plan for definition of critical functions.

Section 2: Equipment / Furniture

Equipment

	Personal Computers
	Qty.

	
	

	
	

	Fax 
	

	
	

	Network (Server)
	

	
	

	
	

	Printer
	

	
	

	
	

	Other
	

	
	

	
	

	
	

	
	

	
	

	
	


Furniture

	Description
	Qty.

	Desks/tables
	

	Chairs
	

	file cabinets
	


Section 3: Essential Supplies

Essential Supplies

	Supplier
	Description
	Qty.

	
	
	

	
	
	

	
	
	

	
	
	


Section 4: Specialized Software

	Name of Software
	Location of original CD

	N/A
	

	
	

	
	

	
	


Section 5: Data and Master Files backup procedures

	Backup Job
	Back Up Frequency 
	Rotation Frequency
	Type of Media Used
	Storage Location (Onsite Or Offsite)
	Procedures Location

(Written procedures on how to perform the backup, rotate tapes etc.)

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 6: Physical Files

	Name of Document
	Where Stored
	Responsible Party

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Part 3 Processes / Functions

Section 1: Critical Daily Processes

	Name of Process
	Description
	Responsible Personnel

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Section 2: Other Critical Services

	Name of Service
	Description
	Responsible Personnel

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Section 3: Written or Online Documentation/Procedures

	Name of Documents
	 Backup Copy Storage Location

	
	

	
	

	
	

	
	

	
	

	
	


Part 4 Damage Assessment Log

The appropriate parties when practical will complete the assessment after a disaster has occurred.

	Damage Assessment Log

	Component
	Operational
	Repairable
	Estimated Timeframe To
	Comments

	
	Yes
	No
	Yes
	No
	Repair
	Replace
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Part 5 Miscellaneous

Section 1:  Critical Skills Bank

	NAME
	CRITICAL SKILLS/SPECIALITY

	
	

	
	


Section 2: Line of Succession

	Essential Position
	Successor
	Responsibilities
	Condition

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 3:  Relocation of Resource Center

Fill in relocation resource information in this area.

Part 6 Communication Plan

There must be a clear procedure for communicating internally and externally in the event of COOP implementation.  Internal communications will be achieved by local calling trees (see below) and must be reviewed and updated continuously.  All local means (land line telephone, cell phone, e-mail, and messenger) will be used to the maximum extent possible.  Any media requests should be directed to the Communications personnel (???-???-????) for response. All other requests should be forwarded through the Information Security Unit (???) ???-????.

The Call Tree is critical.  It details who calls whom in the event of an emergency.  It identifies who activates the call tree and provides contact information for each person on the call tree. If the first person on your list is not contacted, proceed to the next on the list. Call cells will be no larger than 8 people.  There will be one supervisor/responsible party for each 8 employees.  Each facility could have various numbers of work units to notify. Develop plans to keep the call tree moving in the event someone is not available.  The call tree should be tested at least twice a year.

Communications Call Tree for Critical Personnel

	Person to be called
	Home Address/Phone Number
	Cell Number 
	Alternate Contact Number (Relative, Neighbor)

	Initiator:  
	Initiator will call supervisors
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


(Business Unit Name)
Cell Phone Assignment

	Equipment #
	Name
	Cell Phone #

	01
	
	

	02
	
	

	03
	
	

	04
	
	

	05
	
	

	06
	
	

	07
	
	


Part 7 Plan Maintenance/Testing

Maintenance:  A copy of this plan will be maintained on the computer as primary location.  Supervisors and those designated will maintain a paper copy of this plan in several key and easily accessible locations, including his/her office and home.  When maintained in your residence, the individual must secure its status of private/nonpublic data at all times.

This plan must be reviewed annually and reviews annotated on the front page.

Testing:  Exercise the EOP/COOP using any of the following types of exercises:

1. Announced Exercise:  Employees are prepared in advance for the exercise.  The exercise objectives and scenarios are defined.  Employees understand it is an exercise.

2. Unannounced Exercise:  Exercise objectives and scenarios are explained at the initiation of the exercise.

3. Actual Operations Exercise:  Performed at a backup site, with assigned personnel executing their responsibilities without gaining access to the primary site

Upon the conclusion of any exercise, debriefings must be conducted with all involved personnel to review the COOP procedures and revise, if necessary.
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