J.6. Appendix F - Business Associated Terms

J.6.1. HIPAA Definitions.

J.6.1.1. “Business Associate” means the “Contractor”, as used in this contract and as defined in 45 CFR 160.103, who performs or assists in the performance of an activity for or on behalf of the Covered Entity that involves the use or disclosure of client protected health information (PHI).  Any reference to Business Associate in this contract includes Business Associate’s employees, agents, officers, subcontractors, Third-Party contractors, volunteers, or directors. 

J.6.1.2. “Covered Entity” means OKDHS, a Covered Entity as defined in 45 CFR 160.103.

J.6.1.3. “Disclosure” means the release, transfer, provision of, access to, or divulging in any other manner of information outside the entity holding the information.

J.6.1.4. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, as codified at 42 USCA 1320d-d8, and its attendant regulations as promulgated by the U.S. Department of Health and Human Services (HHS), the Center for Medicare and Medicaid Services (CMS), the Office of the Inspector General (OIG), and the Office for Civil Rights (OCR). 

J.6.1.5. “Individual” means the person who is the subject of PHI and includes a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).

J.6.1.6. “Minimum Necessary” means the least amount of PHI necessary to accomplish the purpose for which the PHI is needed.

J.6.1.7. “Protected Health Information (PHI)” means information created or received by Business Associate from or on behalf of Covered Entity that relates to the provision of health care to an individual; the past, present, or future physical or mental health or condition of an individual; or past, present, or future payment for provision of health care to an individual.  45 CFR 160.103.  PHI includes demographic information that identifies the individual or about which there is reasonable basis to believe, can be used to identify the individual.  45 CFR 160.103.  PHI is information transmitted or held in any form or medium.  45 CFR 160.103.  PHI does not include education records covered by the Family Educational Rights and Privacy Act, as amended, 20 USCA 1232g(a)(4)(B)(iv).  

J.6.1.8. “Use” means, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.

J.6.2. HIPAA   Compliance.

J.6.2.1. Performance of Duties.  Business Associate shall perform all contract duties, activities and tasks in compliance with HIPAA  and other applicable law.  Business Associate shall not act or fail to act in a manner that would cause OKDHS to not be in compliance with HIPAA and other applicable law. 

J.6.2.2. Breach.  If Business Associate breaches Business Associate’s obligations under the terms of this contract, OKDHS may terminate this contract upon notice to Business Associate.  If termination is not feasible, OKDHS will report the problem to the Secretary of Health and Human Services (“HHS”). 

J.6.2.3. Consent to Audit.  Business Associate shall give reasonable access to OKDHS client PHI, records, books, documents, electronic data and/or all other business information received from, or created or received by Business Associate on behalf of OKDHS, to HHS and/or to OKDHS for use in determining OKDHS’ compliance with HIPAA privacy requirements.  Business Associate shall notify client, in advance, if possible, or as soon as thereafter possible, of a OKDHS request for access and shall provide to client a copy of all information disclosed to OKDHS.

J.6.2.4. Use and Disclosure of PHI.  Business Associate is limited to the following permitted and required uses or disclosures of OKDHS client PHI: 

J.6.2.5. Minimum Necessary Standard.  Business Associate shall apply the HIPAA minimum necessary standard to any use or disclosure of OKDHS client PHI necessary to achieve the purposes of this contract. [See, 45 CFR 164.514 (d)(2) through (d)(5)]. 

J.6.2.6. Disclosure as Part of the Provision of Services.  Business Associate shall only use or disclose OKDHS client PHI as required to perform the services specified in this contract or as required by law, and shall not use or disclose such PHI in any manner inconsistent with the use and disclosure restrictions placed on the Covered Entity by HIPAA.

J.6.2.7. Reporting.   Within five (5) working days of becoming aware of an unauthorized use or disclosure of the PHI or of a security incident, Business Associate shall report to OKDHS in writing all uses or disclosures of PHI not provided for by this contract and/or any security incident, as defined in HIPAA.  45 CFR 164.304.  Upon request by OKDHS, Business Associate shall mitigate, to the extent practicable, any harmful effect resulting from the impermissible use or disclosure or the security incident. 

J.6.2.8. OKDHS Notice of Requests for Disclosure.  OKDHS will notify Business Associate when OKDHS client PHI is requested from OKDHS that has been previously provided to Business Associate by OKDHS.  Business Associate shall cooperate with OKDHS with regard to such request. 

J.6.3. Safeguarding PHI.

J.6.3.1. Duty to Protect OKDHS Client PHI.  Business Associate shall protect PHI from, and shall establish appropriate safeguards to prevent, the unauthorized disclosure of PHI in accordance with the terms and conditions of this contract and state and federal law, including any regulations governing the security of PHI and the transmission, storage or maintenance of electronic data that contains PHI, for as long as the PHI is within its possession and control, even after the termination or expiration of this contract.  Moreover, Business Associate shall implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of PHI that is created, received, maintained, or transmitted on behalf of OKDHS. 

J.6.3.2. Return of OKDHS Client PHI.  Business Associate shall, within ten (10) working days of termination or expiration of this contract, in accordance with Contract Termination and Expiration Procedures and at the discretion of OKDHS, either return or destroy all PHI received from OKDHS, or created or received by Business Associate on behalf of OKDHS, that the Business Associate still maintains in any form and retain no copies of such PHI.  If such return or destruction is not feasible, as mutually agreed to by the parties, then Business Associate shall extend the protections of this contract to the PHI and limit further uses and disclosures to those purposes that make the return or destruction of the PHI infeasible, for as long as the PHI is within the Business Associate’s possession and control, even after the termination or expiration of this contract.  The requirements of this provision extend to PHI in possession of third parties under contract to Business Associate. 

J.6.3.3. Third-Party Contracts.  Business Associate shall enter into a written contract that contains the same terms, restrictions, and conditions as this HIPAA Requirements provision, with any agent, subcontractor, independent contractor, or other Third-Party that has access to the OKDHS client PHI accessible to Business Associate under the terms of this contract.  Moreover, Business Associate shall ensure that any such agent, subcontractor, independent contractor, or other Third-Party agrees to implement reasonable and appropriate safeguards to protect OKDHS client PHI.  

J.6.4. Individual Rights.

J.6.4.1. Access.

Business Associate shall provide access to OKDHS client PHI to OKDHS, in the time and manner reasonably requested by OKDHS.

At the request of OKDHS, Business Associate shall respond, in the time and manner reasonably requested by OKDHS, to requests by individuals for access to their PHI.

If any individual asks Business Associate for access to PHI, Business Associate shall within three (3) working days forward the request to OKDHS for response.

J.6.4.2. Accounting of Disclosures

Business Associate shall document all disclosures of OKDHS client PHI and such information related to such disclosures that OKDHS is required to provide to a client to meet its obligations under HIPAA. 

Within ten (10) working days of a request from OKDHS, Business Associate shall make available to OKDHS the information that is necessary for OKDHS to respond to a request for an accounting of disclosures of OKDHS client PHI.  See 45 C.F.R. 164.504 and 164.528.

At the request of OKDHS, Business Associate shall respond, in the time and manner reasonably requested by OKDHS, to requests by individuals for an accounting of disclosures of PHI.

If any individual asks Business Associate for an accounting of disclosures of OKDHS client PHI, Business Associate shall within three (3) working days forward the request to OKDHS for response.   

Business Associate’s record keeping procedures shall be sufficient to respond to a request for an accounting under this section for the six (6) years prior to the date on which the accounting was requested except for disclosures that occurred prior to the HIPAA compliance date for OKDHS.

Amendment.  If OKDHS amends, in whole or in part, a record or PHI  and OKDHS has previously provided the PHI or record that is the subject of the amendment to Business Associate then OKDHS will inform Business Associate and Business Associate shall amend any record or PHI of a OKDHS client in the time and manner requested by OKDHS.  If any individual asks for an amendment, Business Associate shall within three (3) working days forward such request to OKDHS for response. 

J.6.4.3. No Third-Party Beneficiaries.  Except as expressly provided in this contract, nothing in this contract shall or shall be construed to give rights or benefits to any person not a party to this contract.
