J.3. Appendix C – Technical Features and Functions

J.3.1. Appendix C – Technical Features and Functions Categories 

J.3.1.1. The solution provides Enterprise System Architecture

J.3.1.2. The solution provides Enterprise System Security

J.3.1.3. The solution provides Enterprise System Development

J.3.1.4. The solution is browser independent.

J.3.1.5. The solution utilizes a relational database, such as Oracle, DB2, Microsoft SQL Server.

J.3.1.6. System can be deployed in multiple phases. 

J.3.1.7. The solution provides performance monitoring, capacity planning, and analysis tools.

J.3.1.8. The solution provides automated data archive and retrieval system.

J.3.1.9. The solution provides backup, restart, and recovery.

J.3.1.10. The solution provides audit tracking and control.

J.3.1.11. The solution provides a rules engine.

J.3.1.12. The solution provides a Web Portal for providers, customers, staff.

J.3.1.13. The solution provides an automated Workflow.

J.3.1.14. The solution provides versioning control

J.3.1.15. The solution provides on-line reporting.

J.3.1.16. The solution provides Iterative Development Environment. 

J.3.1.17. The solution provides Enterprise System Infrastructure
J.3.1.18. The solution provides General Feature and Functions

J.3.1.19. The solution provides Enterprise System Search

J.3.1.20. The solution provides Enterprise System Printing

J.3.2. The solution provides Enterprise System Architecture

J.3.2.1. The solution is based on n-tier architecture. Presentation Tier – User Interface that communicates with other tiers by outputting results to the browser/client tier. Application Tier - Prescribes how business objects interact with one another, enforces the routes and the methods by which business objects are accessed and updated. Data Tier - This tier keeps data neutral and independent from application servers or business logic. Giving data its own tier also improves scalability and performance. 

J.3.2.2. The solution must allow changes or modifications without major changes to the infrastructure.

J.3.2.3. Solution deploys primarily as an  SEQ CHAPTER \h \r 1ultra-thin topology, except where functional requirements cannot be met.  Solution otherwise has a small footprint on the user interface device. 

J.3.2.4. Solution must function without the need for a fat client on the user interface device and should following a thin client infrastructure methodology.

J.3.2.5. The solution is based on Service-Oriented Architecture (SOA).

J.3.2.5.1. Deliver each discrete system capability as a sharable asset. 

Resulting services should be modular, distributable, discoverable, swappable/pluggable and sharable.

Solution provides or recommends an Enterprise Service Bus (ESB). 

Solution provides or recommends a Legacy System Adaptor.

Services maintain a relationship that minimizes dependencies and only requires that they maintain an awareness of each other. 
Services adhere to a communications agreement, as defined collectively by one or more service-description documents. 
Logic is divided into services with the intention of promoting reuse. 
Collections of services can be coordinated and assembled to form composite services. 
Services are designed to be outwardly descriptive so that they can be found and accessed via available discovery mechanisms. 
Solution provides tools/components for integrating with middleware and/or legacy systems. 

Solution provides  SEQ CHAPTER \h \r 1guaranteed message delivery with two phase commit. 
Each component of the proposed solution should integrate using an SOA and industry standards portable data transfer and communications mechanism such as XML. 

J.3.2.6. The solution either provides all hardware and software for “System Availability” of meets 99% availability per year.  Or a recommendation for needed hardware and software for “System Availability” of meets 99% availability per year.  
The solution must provide 24 / 7 availability except for scheduled maintenance Timeframes.  All maintenance should be done off peak hours. 

J.3.2.7. The solution is based on Object-Oriented development.

Solution utilizes the latest version of Unified Modeling Language (UML) design process and  SEQ CHAPTER \h \r 1object-oriented development.

The solution allows users to automatically  SEQ CHAPTER \h \r 1generate code to define classes, attributes, and methods.

J.3.2.8. The solution utilizes Lightweight Directory Access Protocol (LDAP).

Every interface exposed to an end user on the OKDHS network should immediately authenticate the end user against the Active Directory credential they used to logon to his/her computer and grant the necessary permissions to the services provided on that interface based on membership in Active Directory groups. 

J.3.2.9. The solution must provide or interface with existing IVR system.  

The solution must provide a method to allow users to check case information using the existing IVR system.  This information must be secure and accessible only by personal identification number as established and securely provided to the client or customer.

J.3.3. The solution provides Enterprise System Security

J.3.3.1. Solution includes authentication and identity management protocol (Federated Identity Management) (Multi-factor identification).

J.3.3.2. The solution provided advance encryption standards (AES):

 AES-128;

 AES-192; and

AES-256.

J.3.3.3. The solution utilizes Internet security certificates by industry-recognized Certificate Authority.

J.3.3.4. The solution provides screen/data access controlled at the role level.

J.3.3.5. Solution is FIPS 200 compliant.
J.3.3.6. Solution provides screen-level and field-level security.
J.3.3.7. Solution utilizes field-level locking SEQ CHAPTER \h \r 1.

J.3.3.8. Solution utilizes CDMA and PKI security

J.3.3.9. The solution provides HIPAA compliant.
J.3.3.10. The solution provides ADA compliant.

J.3.3.11. The solution must provide a method to support role based security for all users. 

J.3.3.12. The solution must provide a single user the ability to be assigned to multiple roles.

J.3.3.13. The solution must provide all users a unique id.

J.3.3.14. The solution must provide the utilization of the existing active directory user id’s for internal users.

J.3.3.15. The solution must provide a method to determine what data will be accessed by each role.

J.3.3.16. The solution must provide a method to update roles.

J.3.3.17. The solution must provide a method to deactivate roles.

J.3.3.18. The solution must provide a method to update users.

J.3.3.19. The solution must provide a method to deactivate users.

J.3.3.20. The solution must provide a method to validate all role requests.  Each role should be assigned to a division or program area and the area responsible for the role should be the validating authority. Utilizing the workflow module, process the request for security to the appropriate owner for approval.

J.3.3.21. The solution must provide a method to validate and assign client/customer role(s) assignments automatically based on the programs or services being requested or received by the client/customer.  The business rules should describe the standard access for each type of client/customer.  

J.3.3.22. The solution must provide a method to manually Over Ride role assignments by an administrator.

J.3.3.23. The solution must provide a method to document all actions done in the system by user id.

J.3.3.24. The solution should provide an audit trail for tracking purposes.

J.3.3.25. The solution must provide the capability to allow business rules to be defined to allow alerts to be created.  Alerts should be issued for behaviors defined as suspicious by the business rules. 

J.3.3.26. The solution must provide a method to create a history when any record is updated including the user id. 

J.3.3.27. The solution must provide a method to create a history when any record is viewed including the user id. 

J.3.3.28. The solution must provide a method to track all user activity in a log style format.  The log should be accessible on-line by authorized users and should be readable. 

J.3.3.29. The solution must provide an automated method for users to change passwords.

J.3.3.30. The solution must provide an automated method for users to reset passwords.

J.3.3.31. The solution must provide a method to validate user identity prior to allowing password resets or changes.  Validation methods may include requiring specific pins or data associated with the person requesting the reset.

J.3.3.32. The solution must provide a method to further restrict access to specific cases and or individual records based on criteria established in business rules.  The access should be restricted to specified user roles or users.

J.3.3.33. The solution must provide a method to allow for local administrative control of role assignment.  Roles will be established at an administrative level but assignment of specific individuals to an established role will be done at an office level.

J.3.3.34. The solution must provide a method to determine updateable fields based on role.  

J.3.3.35. The solution must provide a method to determine read only fields based on role.

J.3.3.36. The solution must provide a method for a client/customer to create a secure user account to access a subset of their own case data through a secure online portal.

J.3.4. The solution provides Enterprise System Development

J.3.4.1. The solution allows users to  SEQ CHAPTER \h \r 1develop server pages and application server processes. 

J.3.4.2. The solution allows users to identify the impact of code changes across the entire development project.

J.3.4.3. The solution allows users generate, import, and edit IDL libraries. 

J.3.4.4. The solution allows users to reverse engineer programmatic visual representations. 
J.3.4.5. Solution provides GUI controls including menus, tree views, text boxes, labels, drop-down lists, list boxes, radio buttons, check boxes, tabs, frames, toolbars wizards, etc.
J.3.4.6. Solution includes  SEQ CHAPTER \h \r 1line-by-line debug mode for objects and server pages.

J.3.4.7. Solution supports special data characters.

J.3.4.8. Solution includes code generators or recommends code generators.

J.3.4.9. Solution includes a  SEQ CHAPTER \h \r 1query analyzer/optimizer.

J.3.4.10. Solution provides a  SEQ CHAPTER \h \r 1DHTML and HTML Generator Tool.
J.3.4.11. Solution provides  SEQ CHAPTER \h \r 1XML 2.0 version or higher, parser, libraries, components, generator and visual tools. 

J.3.4.12. Solution utilizes a code analyzer.

J.3.4.13. Solution a SEQ CHAPTER \h \r 1llows selecting/copying/changing attributes of multiple objects at the same time.

J.3.4.14. The solution must support Java EE and .NET architectures/standards.
J.3.5. The solution is browser independent.

J.3.5.1. Solution supports drag-and-drop functionality within the browser.

J.3.5.2. The solution must provide a method to access the system from any web browser.

J.3.5.3. Solution must be browser independent to the extent that it supports proper viewing by leading browsers such as Internet Explorer 7.0 and above, Mozilla Firefox v 3.6 and Safari v 5.0. The solution must follow basic design guidelines for browser independence such as minimal use of frames, reviewing HTML code for syntax, providing text options for Image maps, use server-side scripting to check for browsers and redirect users to pages customized for specific browsers. Any other design constructs that assist in achieving browser independence will be given full consideration before approval for implementation.

J.3.6. The solution utilizes a relational database, such as Oracle, DB2, Microsoft SQL Server.

J.3.6.1. Uses a relational Database as the primary data repository (Oracle, DB2 or MS SQL Server).

J.3.6.2. Includes or a recommendation for a  SEQ CHAPTER \h \r 1database engine monitor.

J.3.6.3. Contains  SEQ CHAPTER \h \r 1OLAP tools.

J.3.6.4. Utilizes indexed database views.

J.3.6.5. Utilizes data compression at rest and encryption in transit.

J.3.6.6. Includes or a recommendation for database administration tools.

J.3.7. System can be deployed in multiple phases. 

J.3.7.1. System does not have to be deployed as a single aggregate system and can be deployed in increments.

J.3.8. The solution provides performance monitoring, capacity planning, and analysis tools.

J.3.8.1. Solution includes or recommends tools for profiling and performance tuning.

J.3.8.2. System must allow for effective monitoring interfaces so as data can be analyzed and studied, thereby facilitating system optimization.

J.3.9. The solution provides automated data archive and retrieval system.

J.3.9.1. System must allow for a storage infrastructure supported by heterogeneous tiered storage architecture, such as Storage Attached Network (SAN), Network Attached Storage (NAS), and Virtual Tape Systems (VTS).

J.3.9.2. Users are able to control archiving by data object, file, class, and length of retention.

J.3.9.3. Users are able to fully retrieve objects from archive.

J.3.10. The solution provides backup, restart, and recovery.

J.3.10.1. Solution includes automated  SEQ CHAPTER \h \r 1backup and restore.

J.3.10.2. Solution should provide backups needed for the potential recovery of the solution in the event of a disaster or in the event of a failed batch process.  These backups should include but are not limited to operating system software, database(s), and application files.  Recovery and restart strategies for the systems and application should be well documented.   
J.3.11. The solution provides audit tracking and control.

J.3.11.1. Users are able to audit and report on all database access, including Before and After database modifications and simple inquiries.
J.3.11.2. Solution provides administration and auditing tools.

J.3.11.3. Users are able to log, track, and report all actions and attempts performed on the system.

J.3.11.4. Solution should provide audit tracking and controls for inquiries, modifications, addition and deletion of data required to meet state and federal compliancy standards.  Audit & compliancy reporting to accept various input parameters should be provided.  Audit tracking and controls for the systems and application should be well documented.

J.3.12. The solution provides a rules engine or utilizes an existing rules engine available.

J.3.12.1. Users are able to navigate business processes according to business rules.

J.3.12.2. The solution must provide a business rules engine approach for the development and maintenance of the system.

J.3.12.3. The solution must provide a method for the user to activate and deactivate all business rules.

J.3.12.4. The solution must provide a method to allow for exceptions for all business rules for users with approved security that would function like an over ride. 

J.3.12.5. The solution must provide a method to establish effective dates of business rules.

J.3.12.6. The solution must provide a method to allow forecasting of the impact of rule changes. 

J.3.12.7. The solution must provide the capability to support production/inference rules.  These types of rules are used to represent behaviors of the type IF condition, THEN action.  For example, such a rule could answer the question: "Should this customer be allowed benefit?" by executing rules of this form "IF some-condition, THEN allow-customer-a-benefit".

J.3.12.8. The solution must provide the capability to support reaction/Event Condition Action rules, reacting to incoming events and process event patterns.  

J.3.12.9. The solution must provide a method to ensure that all rules can be modified or altered by approved roles.  The user should be notified in real time if a change or a new rule causes a conflict with an existing rule.

J.3.13. The solution provides is Web Portal for providers, customers, staff.

J.3.13.1. Users are able to access the system via IDs, passwords, and PIN numbers providers.
J.3.13.2. The solution must provide a method for a client/customer to apply for services online through a secure online portal.

J.3.13.3. The solution must provide a method for a worker, client/customer or provider to access the system through a secure online portal.

J.3.13.4. The solution must provide a method for to access the system through a secure online portal.
J.3.13.5. The solution must integrate with Active Directory and/or IBM TAM to guarantee secure access to the system.  
J.3.13.6. The system must be accessible through an existing and separate web portal, for example, okdhs.org, or ok.gov. 

J.3.13.7. The solution must provide a method to access the system from any web browser.
J.3.13.8. Provide a scalable Web Portal for future expansion.
J.3.13.9. Web portal solution shall provide multi content feeds.
J.3.14. The solution provides an automated Workflow or utilizes an existing workflow product.
J.3.14.1. The solution must provide for electronic signatures for the documents.

J.3.14.2. The solution must provide a way to assign roles to processes that they are able and not be able to perform.

J.3.14.3. The solution must provide annotation capabilities to review and approve documents.

J.3.14.4. The solution must provide a workflow approval process that supports parallel approval steps.

J.3.14.5. The solution must provide a method to allow access to other work tools such as a document generation system and or an imaging management system.

J.3.14.6. The solution must facilitate the digital workflow of electronic documents.

J.3.14.7. The solution must include capabilities for document/content routing.

J.3.14.8. The solution must provide a workflow that is configurable to allow different approval processes based on the type of content item/template being created.

J.3.14.9. The solution must provide a method to ensure that all rules can be modified or altered by approved roles.  The user should be notified in real time if a change or a new rule causes a conflict with an existing rule.

J.3.14.10. The solution must provide the digital workflow of electronic documents solution that enables the design, analysis, optimization and automation of processes.

J.3.14.11. The product must create an audit trail of all actions carried out on the workflow package.

J.3.14.12. The solution must provide flexibility for authorized users to route documents on an ad hoc, exception basis (e.g. for special review) outside of normal automated routing.

J.3.14.13. The solution must provide a workflow approval process that is configurable to support varying content item status during the authoring process (eg draft, awaiting approval, approved, published, archived etc)

J.3.14.14. The solution must provide the ability to grant or withhold specific permissions based on role, type of content item and other criteria.

J.3.14.15. The solution must provide a method to automatically create history of all documents to facilitate the digital workflow of electronic documents.

J.3.14.16. The solution must be able to identify which data can be used by the logic of the workflow routing processes.

J.3.14.17. The solution must be able to route the content by email.

J.3.14.18. The solution must provide workflow templates.

J.3.14.19. The solution must provide "inbox" functionality.

J.3.14.20. The line of business should be notified when a request or batch is completed (document is produced and archived if applicable) via a SOA message.

J.3.14.21. The solution must support “point-and-click” configuration enabling customization of workflow processes and user interface without programming.

J.3.14.22. The solution must provide a visual, graphical (GUI) workflow tool to design workflow processes by "dragging and dropping" icons that represent workflow steps.

J.3.15. The solution provides versioning control or recommends a versioning control tool.
J.3.15.1.  Users are able to check-in and check-out code, etc.

J.3.15.2. Solution provides for source code versioning.

J.3.15.3. Solution should provide a combination of technologies and practices for tracking and controlling changes to a project's files, in particular to source code, documentation, and web pages.  It should encompass every aspect of running a project: inter-developer communications, release management, bug management, code stability and development efforts, and authorization of changes.  
J.3.16. The solution provides has on-line reporting.

J.3.16.1. The solution must provide reporting capability.

J.3.16.2. Solution should provide shared and published interactive reporting over the web, in email and documents.  It should allow for scheduled and secure report delivery and empower the user to view, print and share reports. 
J.3.17. The solution provides for or recommends an Iterative Development Environment. 

J.3.17.1. This is an environment which starts with initial planning and ends with deployment with cyclic iterations in between.
J.3.17.2. The solution provides for Iterative Development Environment as a model employing successive iterations of; Planning, Requirements, Analysis & Design, Code, Test, Implementation and Evaluation. These “Iterations” may occur and flow multiple times as needed.  This model is intended to provide for:
Quick feedback loop from business stakeholders to engineering and then back to business stakeholders
Ability to refine requirements and design
Early defect detection
Focus on implementing the high priority and the high risk features at an early stage of development
Short delivery mechanism to improve the quality of output.
J.3.17.3. This environment will allow, at the iteration level, for Development, Unit Testing, Component testing and Integration testing.  Near the end of the iterations, is where System Integration Testing and User Acceptance Testing would occur.  Additionally, managing defects occurs within this environment and may happen in various iterations.  
J.3.18. The solution provides Enterprise System Infrastructure

J.3.18.1. Solution provides built-in memory management. 

J.3.18.2. Users are able to import additional fonts.

J.3.18.3. Users are able to create multiple simultaneous application sessions. 

J.3.18.4. Solution provides minimum (640 x480) screen resolution.  The system detects device resolution settings.

J.3.18.5. Solution auto complete SEQ CHAPTER \h \r 1 functionality for data fields in Web browser SEQ CHAPTER \h \r 1.

J.3.18.6. Solution provides f SEQ CHAPTER \h \r 1ault tolerance and fail-over.

J.3.18.7. Solution provides l SEQ CHAPTER \h \r 1oad balancing.

J.3.18.8. Solution includes encryptors/decryptors.

J.3.18.9. Solution includes fuzzy search logic.

J.3.18.10. Solution includes intelligent search logic.

J.3.18.11. Solution provides  SEQ CHAPTER \h \r 1host integration support.

J.3.18.12. Solution provides  SEQ CHAPTER \h \r 1coordinated promotion of all application components.

J.3.18.13. Solution p SEQ CHAPTER \h \r 1rovides an API for integrating third-party tools.

J.3.18.14. Solution provides query and transaction building wizards.

J.3.19. The solution provides General Feature and Functions

J.3.19.1. The solution must provide a method to create, display, update, deactivate, delete, expunge, track, unmerge data.

J.3.19.2. The solution must provide a method to allow OKDHS to create, update and manage validity values for all fields such as establishing the pick list in drop down fields, setting valid date parameters and marking fields as required or optional. 

J.3.19.3. The solution must provide a method to check data for discrepancies within the system and data exchange information by comparing it to the reported or entered data.

J.3.19.4. The solution must provide a method to compare data with data exchange partners real-time where available and batch otherwise and return the results based on business rules.  The process must be secure and timely. 

J.3.19.5. The solution must provide a method to view historical data. 

J.3.19.6. The solution must provide a method to ensure historical records include standard update information:  create date, create time, create user, create program, update date, update time, update user and update program. 

J.3.19.7. The solution must provide a method to allow for a configurable determination of the types for data collected and the format for each type. 

J.3.19.8. The solution must provide a method to allow determination as to how each data element is used by applying business rules.

J.3.19.9. The solution must provide a way to store data that is received but incomplete in a temporary area.  The information should be viewable and should transfer to the production area once it has been completed. 

J.3.19.10. The solution must provide a search function that allows users to search the system based on various criteria.

J.3.19.11. The solution must provide a name matching functionality/software such that it is configurable and allows for matching utilizing deterministic, probabilistic, fuzzy, phonetic, transliterative and other techniques to process data.  The matching algorithms must accommodate issues such as missing words, out of sequence errors, nicknames, abbreviations, phonetic variations, multi-national sources, concatenations and truncations.

J.3.19.12. The solution must provide a method to allow for a print friendly screen print of all screens. 

J.3.19.13. The solution must provide a method to allow for customization of help files that might include graphics, hyperlinks to relevant material, examples, or instructions on how to complete a process. Hyperlinks.

J.3.20. The solution provides Enterprise System Search

J.3.20.1. The solution must provide a search function that allows users to search the system based on various criteria such as name, address, case number, client/customer number, employee and county/office of service.

J.3.20.2. The solution must allow end users to perform searches of their own archived email through Outlook.  

J.3.20.3. The solution must provide a search engine for searching document properties/metadata and content.

J.3.20.4. The solution must provide for the ability for navigation buttons enabling users to go directly to the first hit in the returned document, and thereon to the next or previous hit as required this means users avoid having to read through pages and finding the relevant section.

J.3.20.5. The solution must provide a name matching functionality/software such that it is configurable and allows for matching utilizing deterministic, probabilistic, fuzzy, phonetic, transliterative and other techniques to process data  The matching algorithms must accommodate issues such as missing words, out of sequence errors, nicknames, abbreviations, phonetic variations, multi-national sources, concatenations and truncations.

J.3.20.6. The solution must provide the ability to re-sort the results list using different criteria, such as title, number of hits, relevancy, date changed, file type or any other criteria.

J.3.20.7. The solution must provide the ability to search queries using Boolean operators (e.g. AND, OR and NOT, wildcard), proximity operators (near;with) to refine searches and accept phrases for full-text searches and fuzzy text search.

J.3.20.8. The solution must provide a function to accommodate spelling errors which would result in searching ‘sounds like’ function, which enables users to find other words that they are typing.

J.3.20.9. The solution must provide thesauruses particularly intended to support Government.

J.3.20.10. The solution must provide thesauruses particularly intended to support Health and Human Services. 

J.3.21. The solution provides or recommends an Enterprise System Printing solution.
J.3.21.1. Provide ability to print documents on a variety of printers using standard MS-Windows print drivers.

J.3.21.2. The system should allow end users to override their default printer selection and other destinations based on LOB and document printing policies.

J.3.21.3. The system should not required networked printers be installed locally on the server for it to be used by an end user in a print destination.

J.3.21.4. The system should provide the index file and PDF product for each document separately to a collector directory based on the "indexing definition" value attached to the template. 

J.3.21.5. The line of business should be able to submit bulk requests to the system for documents that do not have user free form data elements or predefined selectable options.

J.3.21.6. The line of business should be able to collect all of the requests that have been queued, process them and include in batch printing job that must be submitted to the production printers, currently a Xerox high speed device with a software queue front end that accepts PostScript with Xerox Job Tickets or PDF with or without a Xerox Job Ticket.

J.3.21.7. An end user should be able to submit a template to be printed at a printer anywhere on the network without requiring that printer be installed on the end users local computer.

J.3.21.8. The system should either be capable of connecting to a 3rd party printer store or provide a means to manage network connected printers by building, location and model.

J.3.21.9. The system should be able to direct output to any PostScript 3 compliant printer via delivery to an SMB share or the IPP printing protocol using generic PostScript data and drivers.

