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Hosted Solution Security 
If responding with hosted solutions as part of this solicitation the bidder must respond to the general security questionnaire below.
As part of the solicitation evaluation you will be required to comply with the Oklahoma Security Policy and there will be an evaluation of your level of compliance by the OMES IS Security team. 
The Oklahoma Security Policy evaluation criterion is located at http://www/ok.gov/cio/documents/InfoSecPPG 
General security questionnaire for Hosted Solutions; check which applies and provide additional information to clarify your response.
	Assessment Question

	Yes
	No
	Additional Information

	Does the vendor or supplier have an Information Security Policy in place?
	
	
	

	Does the vendor or supplier provide information security and awareness training to their staff?
	
	
	

	Does the vendor or supplier separate physical access between their suppliers, vendors from the access that employees have?
	
	
	

	Is an inventory or register maintained with the assets associated with each information system? 
	
	
	

	Are the security roles and responsibilities outlined in the Organization’s Information Security Policy documented? 
	
	
	

	Were verification checks performed on permanent staff at the time of job applications? 
	
	
	

	Did these pre-employment checks include character reference, confirmation of academic and professional qualifications and independent identity checks? 
	
	
	

	Were employees required to sign Confidentiality or Non-disclosure Agreements as a part of their initial terms and conditions of employment?
	
	
	

	Is there a procedure in place to report security incidents through management channels as quickly as possible?
	
	
	

	What physical border security facilities (such as card control entry gates, walls or manned reception areas) have been implemented to protect the Information processing service? 
	
	
	

	Have controls been adopted to minimize risk from potential threats such as theft, fire, explosives, smoke, water, dist, vibration, chemical effects, electrical supply interfaces, electromagnetic radiation, flood?
	
	
	

	Are there policies and procedures such as Back-up, Equipment maintenance etc. in place?
	
	
	

	Are audit logs maintained for any changes made to the production programs? 
	
	
	

	Is there a managed process in place for developing and maintaining business continuity throughout the organization?   This might include organizational wide business continuity plan, regular testing and updating of the plan, formulating and documenting a business continuity strategy etc...
	

	
	

	Have all relevant statutory, regulatory and contractual requirements been explicitly defined and documented for each information system? 
	
	
	

	Have all audit requirements and activities involving checks on operational systems been planned and agreed upon to minimize the risk of disruptions to business processes? 
	
	
	

	Does the organization undergo regular risk assessments for security threats and risks as well as compliance to security and regulatory policies? 
	
	
	



