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The purpose of this document is to provide all state entities a common source of planning tools to address Business Continuity and Disaster Recovery requirements.  Since there are a wide range of differences between agencies, higher education institutions and other state organizations, we have provided three (3) different templates.  We have also provided a Tool-kit from the National Association of State Chief Information Officers (NASCIO) that explains the strategic importance and the tactical value of preparing and developing these plans.

These documents, including the tool-kit, are designed around checklists that can be used to prepare your plan(s).  We recommend that you review the tool-kit first to familiarize yourself with the process in general, which can help you select the template that best fits your needs.  The templates are designed to be modular and to address the areas of consequence for both business and technology functions.

The first template, the Continuity of Operations Plan (COOP), can be used by organizations of all sizes.  It is based on an original format provided by the Federal Emergency Management Agency (FEMA) to establish the basic policies, definitions, and assumptions that form the framework for the planning process.  The COOP format has been modified to include some of the basic aspects of “emergency preparedness”, in addition to the original intent of being the overarching plan that combines all aspects of continuity planning.  This can make it appealing to smaller organizations and for remote segments of larger organizations.
The second template, the Business Continuity plan, focuses on preparing for the recovery of “critical business functions and processes”, in the absence or loss of the normal office environment (business work areas) and/or the loss of the technology tools and services typically used in daily business operations.  It is designed to address any business interruption that renders the facility inoperable or unusable.  The purpose of this planning process is to ensure: 1) the safety of employees and visitors; 2) that threats are identified and restricted before they cause damage or disruption; 3) that plans are prepared in advance to allow business functions to continue with the least amount of interruption; and 4) that plans and procedures are documented to provide quick and effective execution of recovery strategies.
The third template, the Disaster Recovery plan, focuses on the recovery of “technology assets and services” required to support critical business functions.  This plan is intended to restore the operability of designated systems and applications typically found in a data center facility.  The objective of this plan is “to protect technology assets and employees and to safeguard vital records”.  IT is the custodian of information processing assets and must ensure the continued availability of essential services.  The goal of this plan is to document the pre-agreed procedures for responding to a disaster involving a partial or total loss of the data center and its services. 
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