
 

 

The State Banking Department recently received the following alert from the Treasury 

Department regarding scanning of credit union computer systems. Therefore, this message is 

being sent to you at the request of Commissioner Mick Thompson. To verify the legitimacy of 

this message, please contact the State Banking Department at 405-521-2782. Thank you. 

Unknown cyber actors have been scanning computer systems of U.S. credit unions, according to 

information obtained by Treasury's Financial Sector Cyber Intelligence Group (CIG).  The 

following IP addresses associated with this activity may be useful for computer and network 

defenders to monitor for suspicious activity. 

 Details: 

 Scanning from the People's Republic of China--  

111.73.45.116, Possible port scan detected. 

 Scanning from Columbia-- 

190.85.5.213, Possible port scan detected. 

 Scanning from Germany-- 

185.19.216.114, Possible port scan detected. 

 Scanning from Ireland- 

31.13.66.33, Possible port scan detected;  Probable TCP FIN scan detected;  

31.13.66.49, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.69.128, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.69.160, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.69.49, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.69.80, Possible port scan detected;  

31.13.71.33, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.71.49, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.73.23, Possible port scan detected;  

31.13.74.1, Possible port scan detected;  

31.13.74.17, Possible port scan detected;  

31.13.74.33, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.74.49, Possible port scan detected; Probable TCP FIN scan detected;  

31.13.78.65, Possible port scan detected; Probable TCP FIN scan detected. 



 Scanning from the Netherlands- 

159.253.147.138, Possible port scan detected. 

Scanning from the United Kingdom-- 

178.255.83.2, Possible port scan detected; Probable TCP FIN scan detected. 

The Department of the Treasury's Financial Sector Cyber Intelligence Group (CIG) was 

established in 2013 to monitor and analyze all-source intelligence on cyber threats to the 

financial sector; provide timely, actionable cyber threat information to the sector; and solicit 

feedback and information requirements from the sector.  The CIG would appreciate feedback on 

the utility of this information.  Please direct any comments to CIG@Treasury.gov. 
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