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Executive Summary

This year brought many changes for the Oklahoma Office of Homeland Security (OKOHS).  During the past 12 months we introduced a new round of homeland security initiatives for the State; however, we know there is still work to be done to win the War on Terror.

We have made great strides in 2004:  The vehicles for the Regional Response System are out to bid; our training program was overhauled; our Grants Administrator received approval to purchase thousands of pieces of response equipment; millions of dollars in reimbursements were distributed to Oklahoma subgrantees; and eight regional advisory councils were created and met regularly over the past year.

When President Bush signed the FY2005 Homeland Security Appropriations Act, the State of Oklahoma was awarded $29.9 million.  With this award, OKOHS will oversee three new federal grant programs in addition to the three we oversaw in 2004.  Yet, the 2005 award is less than that received the previous year.  Although the 2005 award is substantial, I fear Oklahoma’s funding will continue to be drastically cut in 2006 and beyond.  As we oversee these federal grant programs and meet additional U.S. Department of Homeland Security mandates with less funding in the year ahead, the State Legislature must prepare to support OKOHS and our important initiatives as federal funds decrease.  

Finally, I would like to remind all Oklahomans that the face of terrorism does not have specific characteristics: it does not exclude women, or religions or financial backgrounds.  Extremists call many countries “home,” including the United States.  Nearly ten years after the Oklahoma City bombing, the image of a destroyed Alfred P. Murrah Federal Building remains etched in our minds.  We must protect our friends and neighbors from all terrorists – foreign and domestic.  That has been and will continue to be our mission.   

Oklahoma Office of Homeland Security 

Historical Perspective

The worst act of domestic terrorism in U.S. history occurred in the heartland nearly ten years ago.  On April 19, 1995 a rented moving truck was parked outside the Alfred P. Murrah Federal Building in downtown Oklahoma City.  At exactly 9:02 a.m. a fertilizer bomb detonated, blowing up the truck, the federal building and damaging surrounding buildings.  The lives of 168 men, women, children, civilians, military personnel, government employees, first responders, friends and co-workers were lost.  

From the initial response, to the collection of evidence, to the prosecution and conviction of Timothy McVeigh and Terry Nichols, Oklahomans have experienced the effects of terrorism first hand.  Such a devastating act taught us several lessons:  death and destruction can happen anywhere – even Oklahoma City; Oklahomans have the strength and resolve to rebuild from the rubble; and there is much more that needs to be done to protect our friends and neighbors.

Then came the events of September 11, 2001.

Within only six years of the Oklahoma City bombing Americans had became lax in our attitudes about terrorism.  Utilizing passenger airplanes as bombs was a concept as foreign to us as the idea of being attacked on our own soil.  Many of us watched on live television as that terrifying concept became a reality.  The Pentagon was on fire.  A commercial jet full of heroic passengers crashed in a Pennsylvania field.  The World Trade Center twin towers came crumbling down.  Different emotions from fear, to sorrow, to anger filled our hearts and minds as we waited to see if another plane would be used as a bomb.  Terrorism was again an appalling reality.

Over the course of the past three years, much progress has been made as a nation and as a state.  However, as long as extremists are vowing Jihad against the United States, efforts to defend our homeland must continue with diligence.  

Pre-September 11

Prior to the events of September 11, 2001, the Oklahoma Department of Public Safety (DPS) was developing a domestic preparedness plan.  In an attempt to secure U.S. Department of Justice (DOJ) grant funding, then Oklahoma Governor Frank Keating designated the agency as the State Administering Agency (SAA) for federal preparedness funds.  To meet the requirements of the DOJ State Domestic Preparedness Equipment Program, then DPS Commissioner Bob A. Ricks formed the Oklahoma Domestic Preparedness Advisory Group comprised of representatives from:

· Oklahoma Department of Health

· Federal Bureau of Investigation

· Oklahoma National Guard

· Oklahoma Department of Environmental Equality

· Oklahoma Department of Emergency Management

· Oklahoma Fire Chiefs Association

· Oklahoma Sheriffs’ Association

· Oklahoma Attorney General

· Oklahoma State Bureau of Investigation 

· Oklahoma Corporation Commission

· Oklahoma Water Resources Board

· Oklahoma Department of Wildlife Conservation

Each representative served as a subject matter expert to provide input on equipment vital to Oklahoma’s security needs.

During 2001, the Oklahoma Domestic Preparedness Advisory Group met numerous times to develop the foundation for the utilization of the federal domestic preparedness funds.  The Group made recommendations concerning the prioritization of funds and the creation of a statewide response plan to Weapons of Mass Destruction (WMD).  Recognizing that Oklahoma is a state large in size but with concentrated areas of population, the Group believed it was necessary to develop a statewide response strategy rather than one focusing only on the primary centers of population:  Oklahoma City, Tulsa and Lawton.  They recommended the creation of eight regional response jurisdictions based on current capabilities, potential vulnerabilities and response times.  The Advisory Group was ahead of its time.  The U.S. Department of Homeland Security (DHS), Office for Domestic Preparedness (ODP) has since strongly recommended that states accomplish their missions by dividing into regional jurisdictions.  The Advisory Group began an assessment of Oklahoma’s existing capabilities to aid in their development of a statewide strategy… Then the events of 9/11 began to unfold.

Post 9/11

Shortly after the attacks of 9/11, the Governor recognized the need for a comprehensive assessment of the State’s preparedness for terrorist threats.  Executive Order 2001-36 established the Governor’s Security and Preparedness Executive Panel
 which was “empowered to address the entire range of safety and security issues” and charged with “developing, coordinating and implementing a comprehensive state strategy to protect the citizens of Oklahoma from the threat of terrorist attacks.”
  The panel met numerous times throughout 2001 and 2002; however, their work was stopped due to concerns over Open Meeting Requirements.

After 9/11 the Oklahoma Legislature established the Joint Homeland Security Legislative Task Force.  Members included:

· Dr. Ken Levitt (Chair)

· Senator Glenn Coffee

· Senator Billy Mickle

· Senator Jim Reynolds

· Senator Dick Wilkerson

· Professor Sujeet Shenoi

· Representative Bill Paulk

· Representative Dale Wells

· Representative John Nance

· Representative Dan Webb

In January 2002, the Legislative Task Force issued their report recommending eleven significant legislative actions to be considered by the Oklahoma Legislature.
  Several bills were introduced during the 2002 legislative session.  HB 2764 contained homeland security infrastructure provisions including, establishment of a homeland security office, Open Meeting and Open Records amendments, drivers license initiatives and response provisions.  HB 2765, the “Catastrophic Emergency Health Powers Act,” outlined a series of actions to be taken in the event of a state health emergency.  Neither piece of legislation passed.  Of the eleven recommendations made by the Legislative Task Force, only one was enacted by the Legislature in 2002, SB 822, a bill criminalizing acts related to terrorism.
 

Despite inaction from the Oklahoma Legislature that year, members of the House and Senate as well as the Governor acknowledged the need for a coordinated effort to secure our state from acts of terrorism, public health emergencies, cyberterrorism and Weapons of Mass Destruction.  The Legislature recognized “the State of Oklahoma needs a person with clear authority from the executive and legislative branches to serve as the interim Homeland Security Director.”
  To that end, the Legislature passed, and the Governor signed (in February 2002) SJR 42, and an Interim Oklahoma Homeland Security Director was appointed.

In the months following 9/11, the federal government began the task of reorganizing in an attempt to better protect the homeland.  Congress passed the Homeland Security Act of 2002
, which created the U.S. Department of Homeland Security (DHS), a cabinet level Department within the President’s administration.  Former Pennsylvania Governor Tom Ridge was sworn in as the first Secretary of DHS on January 24, 2003.  The creation of DHS led to the most significant transformation of the United States government in more than half a century.  More than 22 agencies were moved under the DHS umbrella, including FEMA, the U.S. Fire Administration, the U.S. Secret Service, Immigration and Customs Enforcement (ICE) and the U.S. Coast Guard.  

The need existed to create a similar office in Oklahoma to develop, coordinate and implement homeland security efforts.  In July 2002 the Oklahoma Homeland Security Director assembled an administrative staff to focus on homeland security issues.  That skeleton staff officed in a converted storage room at DPS and functioned with basic necessities until 2004 with no new state appropriations.   

The first five months of 2004 saw many changes for the OKOHS.  Governor Brad Henry appointed Kerry Pettingill to serve as Oklahoma Homeland Security Director in January.  In May, the Oklahoma Legislature passed HB 2280, the Oklahoma Homeland Security Act
.  With Governor Henry’s signature, OKOHS was officially established by statute, no longer operating under Executive Order.  The Act also outlined the duties of OKOHS and its Director, created Homeland Security Regional Advisory Councils and allowed for additional staff to be hired.  Aside from the Director, the OKOHS staff now includes a Grants Administrator and Assistant, a Public Affairs Coordinator and Regional Council Coordinator, a Training and Exercise Coordinator, an Information Analysis and Infrastructure Protection Coordinator, a Regional Trailer Coordinator, a Special Projects Administrator, an Office Manager and Chief-of-Staff.
  With the most recent staff additions, OKOHS has more than doubled in the past twelve months thus allowing significant progress on many initiatives.

Although the OKOHS staff has grown, so has the volume of work assigned to the office.  Nearly every employee is responsible for multiple assignments while OKOHS juggles the tasks required by DHS of the State Administering Agency.  Overseeing homeland security efforts within Oklahoma is a massive undertaking that requires continued funding as well as additional staffing.

Oklahoma Office of Homeland Security

Mission
The mission of the Oklahoma Office of Homeland Security is to develop and coordinate the implementation of a comprehensive statewide strategy to secure the State of Oklahoma from the results of terrorism, public health emergency, cyberterrorism, Weapons of Mass Destruction, and other duties as assigned by the Governor.
 

OKOHS was created, not as a new administrative bureaucracy, but to coordinate homeland security efforts within the State of Oklahoma.  The endeavors of this office will avoid unnecessary duplication of efforts, facilitate coordination among various entities, eliminate unneeded turf battles and conserve limited state and federal resources.  The security of our state and Nation is the ultimate priority of OKOHS.  The three main goals of OKOHS are to prevent, reduce the vulnerability to and prepare to respond and recover from any terrorist attack. 

By law, OKOHS is also tasked with being the SAA for all federal homeland security grant funds.  In 2004, OKOHS was awarded $32 million from the U.S. Department of Homeland Security (DHS), Office for Domestic Preparedness (ODP).  Governor Henry designated the Oklahoma Homeland Security Office to be located within the Department of Public Safety; therefore, the burden of tracking funding received during the time the office operated under Executive-Order 2001-36 and 2003-8
 falls to OKOHS as well.  Between 1999 and 2004, more than $72 million in federal funds for Oklahoma “domestic preparedness” initiatives are being managed by OKOHS.  With the 2005 award of $29.9 million, the total is more than $92 million.  Those dollars have been used to fund a variety of projects, which will assist OKOHS in efforts to achieve its mission to secure the State from terrorism.  

Oklahoma Homeland Security Strategy

The State of Oklahoma is required by DHS to create a three-year strategy
 for protecting the people and assets of Oklahoma.  To develop a State Homeland Security Assessment and Strategy (SHSAS), OKOHS conducted a statewide vulnerability and capability assessment.  The information gathered from that assessment was used as a baseline for writing the goals and objectives of Oklahoma’s three-year strategy.  Every Oklahoma Office of Homeland Security initiative and/or program fulfills one of the strategy objectives.

This report provides a detailed synopsis of the OKOHS strategy goals and the progress made over the past twelve months.  It also includes an overview of staff participation in working groups and committees, as well as speaking engagements, media interviews, and other activities during 2004.  As you will see, OKOHS has made significant headway on many state initiatives despite the growing pains of being a newly created “office” and the demands presented by its ongoing mission to implement ever-changing homeland security plans.   

Oklahoma Office of Homeland Security

Strategy Goals and Objectives

· GOAL ONE 

Establish a comprehensive, seamless statewide interoperable communications system with interstate and intrastate capability to be utilized by federal, state, local, tribal and private sector responders

As previously noted, the Oklahoma Office of Homeland Security received $32 million in grant funding from the U.S. Department of Homeland Security (DHS), Office for Domestic Preparedness (ODP) in 2004.  The Governor strongly favored allocation of nearly half the 2004 award - $15.9 million - for an interoperable communications project.
  Despite the generous funding contributed to the project this year, equipping the entire State of Oklahoma with an interoperable communications system is a multi-million dollar, multi-year, multi-phased project. 

Although OKOHS is contributing a substantial amount of funding to the statewide interoperable communications project, other federal funding streams are being utilized as well.  A COPS grant will bring the cities of Stillwater and Pryor onto the statewide system by May of 2005.  Even though the City of Shawnee already has an 800 MHZ radio system, another COPS grant will allow that stand-alone system to be included on the state system.
  Senator Don Nickles also earmarked funds which will bring parts of south central Oklahoma online.
  The City of Moore Fire Department was awarded nearly $100,000 in a Fire Assistance Grant.  The Moore Fire Chief plans to use that grant to purchase 800 MHZ radios that will work in conjunction with the state radio system being implemented in his community.  These efforts complement the desire of OKOHS to use homeland security funds to create and enhance systems that will benefit all of Oklahoma in the event of a natural or man-made disaster. 

In consultation with Governor Henry, Director Pettingill determined the citizens of Oklahoma would best be served if Phase I of the interoperable communications project focused on the I-44 corridor, where roughly 75% of the state’s population is located.  He also determined that communities participating on the system would receive 800 MHZ, APCO Project 25 compliant equipment.  A total of six subgrantees were identified for the initial phase:  City of Lawton, Comanche County, City of Chickasha, City of Moore, EMSA and City of Coweta.
  In August, OKOHS, in conjunction with the Governor’s office, held a press conference outlining the interoperable communications project.
  A representative from each subgrantee was invited to attend the media briefing. 

A project manager has been hired to oversee the development of the system.  OKOHS and the project manager will seek input from representatives of the subgrantees and others in the development and implementation of the project.  Committees have been and will be formed for this purpose.

The funding cycle for Phase I is currently scheduled to expire November 30, 2005; however, this deadline will not hinder the project as a state contract is already in place for interoperable communication equipment.   

· GOAL TWO 
Provide for a coordinated state and local exercise program to ensure a maximum state of readiness for all disciplines to a terrorist incident

Three-year Exercise Plan
ODP required each state to host an Exercise Plan Workshop (EPW) in an effort to solicit input from state and local partners regarding the creation of a three-year exercise plan for the State.  OKOHS hosted the first of three EPW’s in February.  Those in attendance included representatives from the following:

· Lawton Police Department

· Lawton Fire Department

· American Red Cross

· Muskogee County Emergency Management

· Oklahoma City Fire Department

· Tulsa Life Flight

· Sapulpa Fire Department

· Ft. Gibson Fire Department

· Oklahoma County Sheriff’s Office

· Norman Fire Department

· Oklahoma City Police Department

· Sequoyah County

· EMSA

· Bryan County Sheriff’s Office

· Tahlequah Fire Department

· Association of Central Oklahoma Governments

· Oklahoma County Emergency Management

· Sapulpa Police Department

· Muskogee County Commission

· Oklahoma City – County Health Department

· City of Lawton

· City of Muskogee Emergency Management

· Moore Emergency Management

· Tahlequah EMS

· Shawnee Emergency Management

· Eastern Oklahoma Development District

· Norman Police Department

· Stillwater Police Department

· Sand Springs Emergency Management

· Cleveland County Emergency Management

· Oklahoma Regional Community Policing Institute

· Tahlequah / Cherokee County Emergency Management

· Oklahoma Veterinary Medical Association

· Oklahoma Office of Homeland Security

· Oklahoma State Department of Health

· Oklahoma Department of Agriculture

· Oklahoma Military Department

· Oklahoma Department of Emergency Management

· Office of State Finance

· U.S. Department of Homeland Security, Office for Domestic Preparedness

The EPW was also designed to give ODP the opportunity to explain its State Homeland Security Exercise and Evaluation Program (SHSEEP).
   OKOHS held two other EPW’s (April 14, 2004 and May 19, 2004) and sought input from each of the eight regional councils.  The information submitted by state and local partners was compiled by OKOHS into a three-year calendar for review by the Director.  After his approval, the calendar was submitted to ODP and the plan was written.
  OKOHS has reviewed the initial draft and is in the process of finalizing the exercise plan.      

HSEEP Training
In April, OKOHS attended Homeland Security Exercise and Evaluation Program (HSEEP) Training in Boston.  Along with two members of the OKOHS staff, representatives from local police, fire, emergency medical services, state emergency management and the state health department attended the three-day training session.  All attendees became better acquainted with ODP requirements for evaluating exercises.  It should be noted that every exercise financed by OKOHS with ODP funds must be evaluated according to HSEEP; therefore, this training was critical for each of the attendees.

Critical Crossroads Exercise
In March, the OKOHS Director was asked by the FBI to observe Critical Crossroads – an exercise conducted by the FBI in Cushing, OK.  The FBI invited more than 380 local, county and state agencies to participate including the Safety Alliance of Cushing (S.A.C.). The S.A.C. is comprised of 24 organizations representing the oil industry, law enforcement, emergency services, emergency management and local governments, all with specific interest in the Cushing Pipeline Junction (CPJ).  The CPJ is responsible for handling up to 40 % of the crude oil flow from the Gulf Coast region to the Midwest region as well as storing 20% of the Midwest Region crude supply.  The exercise scenario involved a terrorist bombing of one CPJ oil facility, the discovery of an improvised explosive device at another CPJ oil facility and a hostage-barricade situation at a third CPJ oil facility.  

University of Oklahoma Stadium Workshop

OKOHS facilitated the first-ever tabletop exercise at a major NCAA university focused on the evacuation of a stadium.  The exercise was organized at the request of the University of Oklahoma Police Chief, who sought OKOHS’s assistance in the development of an emergency evacuation plan for the Gaylord Family Oklahoma Memorial Stadium.  Prior to the exercise, the University and the City of Norman each had separate response plans for the evacuation of the stadium.  Officials from both communities realized the importance of integrating those plans.  The planning process began in May and participants included representatives from the following:

· University of Oklahoma (Police and Athletic Departments)

· Oklahoma Office of Homeland Security

· Norman Police Department

· Norman Fire Department

· Oklahoma National Guard 63rd Civil Support Team

· U.S. Department of Homeland Security, Office for Domestic Preparedness (ODP)

· ODP Support Personnel

A second planning meeting took place in June and it was determined the exercise scenario would include the explosion of a small device in the stands after halftime of a football game.  Those planning the exercise identified four areas of focus:  threat preparation, resource coordination, public information / media and review and assessment of local and University emergency operations plans.

After a final planning meeting in July
, the exercise was held August 12, 2004 at the University’s stadium club.  There were 144 in attendance including observers and those participating in the following “tables”:

· University Officials

· Law Enforcement (University, city and state)

· Fire / Medical Response / Hospitals

· Emergency Management / 63rd Civil Support Team

· Event Management

· Public Information

Representatives from the U.S. Secret Service, Oklahoma State University, City of Moore Fire Department, OKOHS, Integris Heart Hospital, Cameron University and the University of Central Oklahoma, among others observed the exercise.  The After Action Report (AAR) is being finalized; however, the general consensus of OU and City of Norman officials was that an exercise of this magnitude allowed participants to gain valuable insight into evacuation procedures in the event of an actual man-made or natural disaster.

OKOHS plans to work with OU and ODP on future exercises at the stadium possibly to include a full-scale evacuation in 2005.  This will further test the response plans in place within the City of Norman and the University.  Coincidentally, the OU Police Department was awarded nearly $1 million from OKOHS in 2004 for security improvements at the stadium.  

Regional Seminars
This summer, OKOHS and the Oklahoma State Department of Health (OSDH) began planning a series of seven regional seminars.  According to HSEEP, seminars are considered “exercises” and therefore these were included in the three-year exercise calendar submitted to ODP in May.  OSDH was already planning a series of workshops focusing on the Strategic National Stockpile (SNS) for fall 2004.  The Director of the OSDH Bioterrorism Preparedness Division offered OKOHS the opportunity to “tag-team” with their existing seminars to get information out to the responders in each region more efficiently.  During the portion hosted by OKOHS, the Director briefed each region on the goals of the office, current and past projects, current and past funding from ODP, the regional councils and coordination with other state agencies.  After the OKOHS presentation, ODP support personnel facilitated a tabletop exercise and participants responded to various questions regarding the exercise scenario presented.  The seminars were held in the following cities:

· McAlester

Region 5

August 9, 2004

· Oklahoma City

Regions 6 & 8

October 4, 2004

· Enid


Region 1

October 5, 2004

· Lawton


Region 3

October 7, 2004

· Muskogee

Region 4

October 18, 2004

· Tulsa


Region 2

October 19, 2004

· Tulsa


Region 7

October 20, 2004

During the planning of the regional seminars, OKOHS hired a full-time Exercise Coordinator.  His primary duties include creating, informing and implementing a statewide exercise program.  

Currently various agencies (state and local), cities, counties and regions are conducting exercises.  However, the information from these exercises is not yet tracked by one single agency.  One of the goals of OKOHS is to be the central repository for information regarding WMD exercises in the State of Oklahoma.  This will ensure compliance with HSEEP guidelines.  The Exercise Coordinator has reached out to cities and agencies across the state to inform them of this goal and several agencies have already submitted dates on exercises they have conducted.  OKOHS is now able to track that information in the federal web-based portal as required by ODP.  This procedural change will allow OKOHS to view a complete picture of the state and determine where exercises are needed.   

OSDH MIPS Exercises
OKOHS works closely with its state partners including the Oklahoma State Department of Health.  OSDH completed a number of Mass Immunization / Prophylaxis Sites (MIPS) exercises during 2004.  The scenario for these exercises centered on the release of a biological agent and the treatment of citizens at each site.
   All of OSDH’s MIPS exercises followed the HSEEP guidelines and several were included in the OKOHS three-year exercise plan. 

SNS Exercise
OSDH is also planning a full-scale Strategic National Stockpile (SNS) exercise for July 2005.  OKOHS has been included in the planning of this exercise along with the Oklahoma Department of Emergency Management, Oklahoma Military Department, the Departments of Public Safety and Transportation, City of Oklahoma City, Tulsa City-County Health Department, Comanche County Health Department, and the Metropolitan Medical Response Systems in Oklahoma City and Tulsa.  Several planning meetings have been held and OKOHS continues to support OSDH in the preparation and execution of this exercise.

· GOAL THREE 

Establish a comprehensive training program for Oklahoma Responders

ODP Sponsored Training
To date, OKOHS has dedicated more than $2 million dollars to training initiatives within the State of Oklahoma.  Currently, more than 800 Oklahoma responders completed ODP sponsored training programs including those available through Texas A & M University; Louisiana State University; New Mexico Tech; the Center for Domestic Preparedness in Anniston, AL; the Emergency Management Institute in Emmitsburg, MD and National Exercise, Test, and Training Center at the Nevada Test Site.  A training calendar was added to the OKOHS Web site in 2004 and upcoming training opportunities for responders are posted.  

Statewide Credentialing Program

A major initiative of OKOHS is to develop a statewide credentialing program.  A committee was formed and an initial meeting was held April 13, 2004.  The committee is an executive -level group that includes the Directors of the following agencies:  the Oklahoma Department of Emergency Management; Oklahoma State Department of Health, Bioterrorism Division; Memorial Institute for the Prevention of Terrorism; Council on Law Enforcement Education and Training; OSU Fire Service Training; Oklahoma Department of Agriculture; American Red Cross and the Oklahoma Fire Chiefs Association. The committee has determined that the following should be incorporated into an Oklahoma credentialing program:

·  Fingerprint or facial recognition

· An ID Card that contains the personal information and photograph of the individual (including training credentials, uniform certifications and capabilities)

· A system that will enable access to a central database by Incident Commanders at a scene or event

· A system that will track and catalog equipment and resources

· A system that will assist in classification of skills and training standards

OKOHS and its partners are investigating legislative changes necessary for the implementation of a statewide credentialing program.  This is an initiative that began in 2004 and will continue through its completion.

OSU Fire Service Training
In the past, Oklahoma responders have often received hazardous materials (HazMat) training at Oklahoma State University, Fire Service Training (OSU FST) which is not an approved ODP vendor.  This is one of the top training facilities for responders in the country.  One of the biggest challenges of OKOHS has been to create and properly fund a training program.  Previous ODP grant years have required funds be used only for existing ODP vendors and these vendors currently provide the only ODP-approved training programs (previously mentioned under ODP sponsored training).  OKOHS grant funding cannot now be used to support OSU-FST training courses even though the standard of training provided is much higher than that offered by ODP-approved vendors.    

Throughout the year, OKOHS has worked closely with OSU FST to gain ODP accreditation for their program.  This process has been long and arduous, but OKOHS will continue pursuing this objective.  OKOHS would also like to develop a training program with OSU-FST for the regional response trailers.  This course would familiarize responders with the unit and the equipment provided.

· GOAL FOUR 

Provide emergency responders and volunteers support to respond to WMD / CBRNE and other natural or manmade incidents
Response Equipment
It is important for Oklahoma responders to have access to the best equipment available to create a blanket of security covering every citizen in every county of the state from a man-made or natural disaster.  To that end, OKOHS set aside $1.6 million of the 2004 DHS grant award to assist Oklahoma communities with the purchase of response equipment.  Including funding streams dating back to 1999, the State of Oklahoma currently has 398 different grant awards going to 212 different cities, counties, tribes and state agencies.  A vast majority of that funding – more than $11 million – is being used to purchase individual pieces of response equipment.  

Until the 2004 funding cycle, ODP exercised line-item approval over every piece of equipment purchased with federal homeland security funds.  As a result, OKOHS has developed a close working relationship with our ODP program manager to ensure that responders are purchasing the equipment needed to respond to a WMD / CBRNE (Chemical, Biological, Radiological, Nuclear or Explosive) event.  Although DHS funds cannot be used specifically to purchase “Hazardous Materials” equipment it should be noted that most of the equipment being purchased could also be used to respond to a natural disaster or a HazMat incident.  Due to the ODP line-item approval process, OKOHS spent countless hours this year being a voice for Oklahoma responders.  When the Oklahoma program manager had questioned the purpose of a piece of equipment (i.e., the equipment is typically used for a HazMat incident), OKOHS verified the intended use through the subgrantee, relayed that information to ODP and in many cases obtained approval.  This has been a long and tedious process.  

The Memorial Institute for the Prevention of Terrorism (MIPT) has been a valuable resource for responders in the purchase of WMD / CBRNE equipment.  MIPT designed an innovative program for first responders called the “Responder Knowledge Base” (RKB).  RKB is a web site where responders can find information about specific pieces of equipment and an ODP authorized equipment list.  This has been helpful to responders when requesting equipment through OKOHS.  A link to MIPT’s Responder Knowledge Base can be found on the OKOHS web site.  Beginning with 2004 grant funds, the RKB will be used by responders and OKOHS grant administrators to determine approved equipment items streamlining the approval process.

OKOHS Grant System
OKOHS hired a new Grants Administrator in 2004.  Finding an individual trained in managing finances was critical to the office due to the fact that millions of dollars pass through OKOHS every year.  The OKOHS Grants Administrator not only has a law degree, but also is a CPA with an MBA.  The primary duties of the Grants Administrator are to track the various grant programs, facilitate the reimbursement process, submit compliance reports and act as the OKOHS financial officer.    Numerous improvements to the OKOHS grant system have been made since the Grants Administrator and the Grants Assistant were hired.  

All OKOHS grants are “reimbursement grants,” which require the subgrantee to incur costs prior to receiving a reimbursement for the expenditures.  Prior written approval of each specific item is required by OKOHS to ensure that all ODP grant funding is directly related to the prevention or response to a potential terrorist attack.  Because the local procurement process is often sluggish and can take months to complete this process is problematic.

The number one priority for the OKOHS grants administrator is to expedite the process for delivering equipment to local communities receiving OKOHS grant awards.  Efforts are underway to streamline the equipment approval process as well as reimbursement procedures.  Monthly status reports have been replaced with quarterly reports and the Budget Detail Worksheet, which lists the items being requested by a subgrantee has been simplified.  In recent months, OKOHS initiated contact with those subgrantees prior to 2004 to determine the cause for delay in their request for reimbursement and to assist with any issues that have arisen over the grant period.  In addition, a new tracking system is being built to facilitate the grants monitoring process. 

· GOAL FIVE 

Coordinate and enhance specialty teams’ response to WMD / CBRNE or other incidents
Regional Response System

As stated previously, a majority of Oklahoma’s population is located along the “Interstate-44 corridor.”  Although the three major population centers of the state are located along I-44 (Tulsa, Oklahoma City and Lawton), people and critical resources outside this corridor in the rural parts of the state deserve the same level of protection and services as the metropolitan areas.  Therefore, a regional approach to homeland security efforts offers the best solution for the people of Oklahoma and the responders who serve them.   

In 2001, the Oklahoma Domestic Preparedness Advisory Group divided the State of Oklahoma into eight regions.  Several factors determed the boundaries:  highway patrol troop locations, Congressional districts, legislative districts, population, geography, and vulnerabilities.  With defined regions, OKOHS established a three-tiered response system comprised of three levels of standardized and interoperable response units along with the “teams” of personnel needed for operation.
  Also included in the response system are two mass decontamination units, two Urban Search and Rescue trailers and several bomb robots strategically located throughout the state.  These assets will also be standardized and interoperable.

 Local communities receiving the response units will be required to respond to a statewide WMD / CBRNE incident when needed.  The local community assumes primary responsibility for the unit, including storage, maintenance and replenishment of supplies, and for insuring responders are trained to the required level.  In turn, the trailers will be available for the communities to use at a local incident.

OKOHS has determined the current level of training of each responder that might operate a unit.  Those requiring additional training will complete the appropriate course(s) prior to operating the unit.  OKOHS is working with OSU FST to develop a particularized curriculum for training the responders who will operate the regional units.  

Each regional unit will have an interoperable communication system that will work in conjunction with the statewide system currently under development.  OKOHS has hosted several demonstrations of interoperable communications systems available for the regional response units.   

The largest of the three response vehicles is the Regional Response Unit.  This unit is capable of a high level of response and requires a 20-member team consisting of personnel from several disciplines to operate.  Five Regional Response Units will be strategically placed along the I-44 corridor in Claremore, Tulsa, Oklahoma City, Moore/Norman and Lawton.  To date, OKOHS has set aside more than $2.6 million to build these units, and another $2.2 million from 2004 funds will be used to finish the project.

The second level of the tiered response system consists of the Intermediate Response Trailers.  The only difference between this unit and the larger regional unit is the number of responders needed to operate.  The Intermediate Trailer only requires a nine-member team.  A total of 20 Intermediate Trailers will be strategically placed throughout the state.  This will allow those living in the far corners of the state to have a response capability similar to the larger Regional Unit without the need to tap into the smaller number of responders available day to day.  The 20 communities receiving Intermediate Trailers are:

· Enid

· Guymon

· Weatherford/Clinton

· Woodward

· Blackwell

· Cushing

· Stillwater

· Ada

· Altus

· Ardmore

· Chickasha

· Muskogee

· Sapulpa

· Tahlequah/Cherokee County

· Durant

· McAlester

· Seminole County

· Shawnee

· Broken Arrow

· Edmond

Between 1999 and 2003, more than $5.7 million was allocated to this project.  In 2004, another $2 million was earmarked to finish these units.  

The final tier to the regional response system consists of the Small Decontamination Trailers.  A six-person team is required to operate the Decon Trailer, making this unit the least taxing on the local response agency.  The 24 communities receiving these units include:  

· Laverne
· Thomas
· Washita County
· Blackwell
· Grove
· Ponca City
· Washington County
· Duncan
· Pauls Valley
· Henryetta
· Muskogee County
· UKB Cherokee Tribe
· Sallisaw
· Atoka County
· Broken Bow
· Grant
· Pocola
· El Reno
· Guthrie
· Yukon
· Bixby
· Owasso
· Jones
· Newalla

The 24 Decon Trailers will cost OKOHS roughly $1 million total, $240,000 from 2004 and the remainder from previous grant years.  

The entire Regional Response System project will cost more than $16 million.  The Regional Trailer Coordinator has received approval from ODP for each vehicle along with each specific equipment cache.  Requests for Proposals have been drafted and submitted by OKOHS to the Department of Central Services for the units.  The vehicles for each response unit were put out to bid by DCS in early December.  OKOHS expects to have contracts on this portion of the project by February 2005.  

OKOHS is forming a Response Working Group comprised of representatives from the major disciplines (fire, law enforcement, emergency management, veterinarian, City Manager or Mayor, etc.) to develop a single statewide response plan and standardized memoranda of understanding (MOU) for the trailers.  A Regional Response Subcommittee including responders from the communities receiving the units (Regional, Intermediate, Small Decontamination and USAR) has been organized and will focus on creating the Standard Operating Procedures (SOP) for the trailers.

· GOAL SIX 

Develop a statewide emergency response system which integrates with the National Response Plan (NRP) and the National Incident Management System (NIMS)
National Incident Management System

Pursuant to Homeland Security Presidential Directive 5,
 DHS developed a National Incident Management System (NIMS).  NIMS provides responders at the federal, state, local and tribal levels with a seamless guide for effective and efficient response to a man-made or natural disaster.  Beginning in 2005, SAAs will be required to start implementing NIMS although as of December 2004 exact requirements have not yet been finalized by DHS.  OKOHS is coordinating with our program manager at ODP to provide the most accurate and up-to-date NIMS information to responders throughout Oklahoma.  Once a training curriculum is approved by DHS, OKOHS plans to coordinate with OEM to provide the required training to Oklahoma responders.
Emergency Management Assistance Compact

The Oklahoma Office of Homeland Security sent two staff members to New Orleans earlier this year to attend the Emergency Management Assistance Compact (EMAC) executive training session.  Valuable insight was gained on the usefulness of an EMAC during a disaster and how such an agreement can take the guesswork out of reimbursement questions that may arise.  This information will be helpful in developing a statewide, multi-disciplinary Memoranda of Understanding (MOU) for the Regional Response Trailers. 

· GOAL SEVEN 
Enhance information sharing systems within the State between federal, state, tribal, local and private sector entities
Information sharing is critical at all levels of government especially with the United States involved in an on-going war on terrorism.  One recommendation of the 9/11 Commission is to “unify the many participants in the counterterrorism effort and their knowledge in a network-based information sharing system that transcends traditional government boundaries.”
  The Commission also found weakness in the system for analyzing and utilizing the vast amounts of information accessible to the federal government.  Members determined that the current philosophy of “need to know” should be replaced by the “need to share.”

How do the Commission’s findings affect Oklahoma?  For the first time, law enforcement agencies throughout the State of Oklahoma will be able to share information on a network-based system.  The Oklahoma Office of Homeland Security allocated nearly $5 million to the project this year.  Of that, $250,000 will be used to convert the State Information Network (SIN) to an internet-based program.  

OASIS

Another $2.2 million will be used to create the Oklahoma Automated Secure Information Sharing (OASIS) network.  OASIS is a computer network that will combine various law enforcement databases into one single portal.  The primary mission of OASIS is to combat terrorism and other major crimes while protecting the privacy of citizens.  With OASIS, local law enforcement officers will no longer need to contact agencies like the OSBI or DPS to find out if an individual of interest in their community has been investigated by other agencies.  No longer will investigation reports need to be faxed or picked up in person.  Instead, the officer will be able to log into OASIS and check the various databases from their departmental computer.  An additional asset of this system is the ability of an analyst to evaluate the information coming into OASIS to determine if there is a link between crimes taking place across the state. Once complete, OASIS should increase the sharing of critical information and facilitate prevention efforts within the State of Oklahoma without duplicating existing systems.  A committee led by DeWade Langley, Director of the Oklahoma State Bureau of Investigation (OSBI) is developing the system.  Participants have been identified and Memoranda of Understanding (MOU) have been signed.        

Part of the Information Sharing Network initiative includes providing local law enforcement agencies with the computer equipment needed to participate on the Oklahoma Law Enforcement Information Exchange (OKLEX).  In 2004, computer access is still unavailable in many parts of rural Oklahoma.  In fact, there are many law enforcement agencies in the financial position of choosing between purchasing bulletproof vests or computers.  Providing the proper equipment for OKLEX thus becomes a significant piece of the project. Roughly $2.5 million has been dedicated to the purchase of a standardized computer package for local law enforcement agencies, which includes the necessary hardware and software to participate on the network.  The OSBI has conducted a survey of local law enforcement agencies to determine their particular computer equipment needs.

Other information sharing initiatives include the Joint Regional Information Exchange System (JRIES).  JRIES is a secure computer system used by DHS to collect and disseminate information to federal, state, tribal and local agencies involved in combating terrorism.  The JRIES allows for “real time” information exchange and provides information analysis tools.  The system is currently deployed to more than 100 agencies across the country, including the Oklahoma Office of Homeland Security, Office of the Governor, Oklahoma Department of Emergency Management, Oklahoma Military Department, OSBI and the Department of Public Safety.  

The OKOHS Director was invited in August 2004 to attend a summit at CIA Headquarters in Washington, D.C. to further discuss information sharing between federal, state and local governments.  Director Pettingill was allowed to invite two additional people from Oklahoma.   The Cabinet Secretary of Safety and Security, Kevin Ward, and Oklahoma City Police Chief, Bill Citty, attended the summit with Director Pettingill.  

Terrorism Early Warning Group

Tulsa continues to expand its Terrorism Early Warning (TEW) Group.  The TEW concept began in Los Angeles in 1996 after the Oklahoma City bombing.  The Los Angeles County Sheriff’s Office wanted to create a multi-disciplinary group to combine resources and share information.  The core group included the sheriff’s office, police department, county and city fire departments, the Department of Health Services and the FBI.  Their mission then and now is to analyze information coming into the TEW and determining whether an actual threat exists.   The LA TEW has grown to include 30 additional agencies.  This concept has been extremely successful, and ODP has encouraged states and local agencies to replicate the TEW model.  

The TEW concept was introduced to the Tulsa community in July 2003.  According to the Tulsa TEW bylaws, ODP recognized the Tulsa TEW as a pilot program implemented with the assistance of MIPT.  That support includes funding for training and providing technical assistance.  Earlier this year, the Region 7 Homeland Security Council (encompassing the Tulsa City / County area) became the policy group for the TEW, an effort supported by OKOHS.  The Tulsa TEW is now recognized as the Oklahoma Region 7 Terrorism Early Warning Group, also referred to as OK7TEW.  Current members include:

· Tulsa County Sheriff’s Office

· Tulsa Police Department

· Tulsa Fire Department

· Tulsa Public Works and Development Department

· Tulsa Area Emergency Management Agency

· Tulsa City-County Health Department

· EMSA

· Metropolitan Medical Response System

· Memorial Institute for the Prevention of Terrorism

· Oklahoma Highway Patrol

· Tulsa Airport Authority

· Oklahoma Air National Guard

· Tulsa Joint Terrorism Task Force

· Transportation Security Administration

· U.S. Army Corps of Engineers

· OKOHS Region 7 Council

· Federal Bureau of Investigation

· Oklahoma State Bureau of Investigation

· Oklahoma Regional Community Policing Institute

The bylaws state that cooperating agencies include other local law enforcement agencies; schools; hospitals; utilities and other local, regional, State and Federal agencies as invited.  Members meet once a month unless a special meeting is called by the officer-in-charge.

The Tulsa City Council passed a resolution in July acknowledging the creation and mission of OK7TEW.
 

· GOAL EIGHT 

Develop a comprehensive statewide public information and awareness plan
OKOHS Web Site

The OKOHS web site is a critical tool in the public information campaign.  The web site has experienced an extensive overhaul this year to make it more user-friendly for the public and responders.  The OKOHS Web site functions in two separate roles:  1) a means to disseminate important information regarding homeland security initiatives to the public and 2) a resource for responders to utilize in connection with their grant and any paperwork required for that grant. 

One change to the Web site involves the way the information is sorted.  The task bar at the top of the site is now divided into several categories:

· Home

· About Us

· Grant Info

· Training

· News

· Region Map

· Links

· Contact Us

· Secure Login

This change eliminated clutter and confusion.  

The secure login is another change incorporated into the new site.  The secure login links those with access to a bulletin board.  OKOHS determined this would be a useful tool for Regional Council members to post messages and documents pertinent to other members of their council.  There are eight Councils and there are eight bulletin boards.  Only members of a specific council can access their bulletin board.  Since unveiling the updated site in April, numerous responders have requested a secure login.  This tool is strictly available to Regional Council members at this time.  OKOHS is considering future expansion to include other responders.

Finally, a map of Oklahoma is located in the ‘region map’ category on the task bar, which is divided into eight regions.  By clicking on a specific region, an individual can see which counties are included in that region and who has been appointed to serve on that Regional Council.  Since April, a list of council meetings has been added to each specific region page.

One carryover from the original OKOHS Web site is the ability to sign up for terror alert notification.  This service is available to anyone who wants to register.  The system is currently designed to send notification to an individual’s email or cell phone in the form of a text message.  The individual is informed when there is a change in the terror alert system.  As of November 2004, more than 4,700 Oklahomans have signed up for notification.  Oklahoma is one of the first states to offer this service to the public.  In fact, Oklahoma’s public alert efforts were highlighted in a January 2003 New York Times article.

Crisis Communication Plan

A Public Affairs Coordinator was hired by OKOHS in December 2003.  Prior to that time, OKOHS had not developed a Crisis Communication Plan.  Over the course of the past year, a plan has been written and a call down list of Cabinet Secretaries, state agency heads and statewide media outlets has been established.  The Public Affairs Coordinator also established relationships with Public Information Officers (PIO) from other agencies (OSBI, ICE, FBI, etc.) to promoted better communications policies in the event of a terrorist attack.  These efforts will allow for clearer information exchange between OKOHS, other State agencies, the media and, in turn, the general public.

Public Information Campaign

OKOHS has implemented a multi-phased public information campaign.  First, the Public Affairs Coordinator produced informational handouts to distribute to the public.  The first round of handouts were developed in conjunction with the American Red Cross.  The wallet-sized “Red Cross” handout included information on the terror alert system and appropriate items to include in a disaster kit. 

The “Red Cross” handouts were popular and an additional order was placed.  Meanwhile, another handout was developed which included tips from the DHS Ready.gov campaign along with contact numbers for several agencies across the state and nation.  This handout is perforated in the hope the contact numbers will be placed on a refrigerator or another location that is easily accessible to an individual.  More than 20,000 of these handouts were ordered and thus far have been distributed to Regional Council members for them to dissemination to the public.  

This fall, OKOHS planned and coordinated two press conferences.  The first announced the 2004 award from DHS and described how OKOHS planned to distribute those funds.  The second was to kick off National Preparedness Month in September.  Both received TV and radio coverage from the three major markets in Oklahoma:  Oklahoma City, Tulsa and Lawton, and generated articles in various newspapers.  OKOHS also issued several press releases in 2004.  Many addressed the awarding of grant funds to OKOHS or the awarding of grant funds by OKOHS.  Others covered Governor Henry’s appointment of a Director in January, the launch of the new OKOHS Web site, and the issuance of a bulletin to law enforcement regarding election security.  

In 2004, the Oklahoma Office of Homeland Security and / or the Director were mentioned in more than 30 newspaper articles across the state.  The Director has been interviewed numerous times for radio and TV stories and OETA requested an in-depth perspective from the Director for its coverage of the three-year anniversary of 9/11.

The OKOHS Public Affairs Coordinator is also working with her peers at the Oklahoma State Department of Health and the Oklahoma Department of Emergency Management to produce a preparedness insert for statewide distribution.  The focus of the insert is terrorism (Bioterrorism, Agroterrorism, etc.) and the goal is to provide information to Oklahomans to prepare themselves and their families in the event of an attack.  Aticles have been submitted from each agency and the layout is being designed.  The Oklahoma Press Association has been contacted to determine the cost of placing the insert in newspapers across the state.  

· GOAL NINE 

Establish a policy infrastructure for coordination of homeland security efforts in the State of Oklahoma
Coordination

As previously mentioned, the 2004 Oklahoma Legislature passed HB 2280 which established the Oklahoma Office of Homeland Security by statute.  Governor Henry signed the bill in May and thereafter OKOHS no longer operated under Executive Order.  According to HB 2280, OKOHS is tasked with “coordinating the homeland security efforts within the State of Oklahoma, including working with the Governor and Legislature, state agencies…” and it directs all state agency officers and their employees to cooperate with and lend assistance to the OKOHS Director.

OKOHS also oversees coordination of homeland security efforts on the regional level through the Homeland Security Regional Councils.  HB 2280 established a base membership for the councils and outlined their duties and responsibilities.  Membership consists of the following 12 disciplines:

· Paid Fire Chief

· Volunteer Fire Chief

· Police Chief

· County Sheriff

· Physician or Hospital Administrator

· Emergency Management Coordinator

· Emergency Medical Services Provider

· Veterinarian

· Volunteer Agency

· City Manager or Mayor

· County Commissioner

· Public Health

Regional councils are tasked with the following duties and responsibilities:

· Assess and document the needs of the region related to homeland security;

· Coordinate and cooperate with the Oklahoma Office of Homeland Security to achieve the strategic objectives prescribed in HB 2280; and 

· Other duties and responsibilities as determined by the Oklahoma Homeland Security Director.

The eight regions within Oklahoma are diverse with distinct needs and vulnerabilities.  OKOHS oversees the councils but expects each group to develop their own direction.  The regional councils have been able to accomplish several tasks during their 2004 quarterly meetings.  Members discussed the strengths and weaknesses of a region; provided input into the OKOHS three-year exercise plan; established numerous subcommittees to explore topics such as MOU’s, training and exercises; and received briefings on the 2-1-1 initiative and the Oklahoma State Department of Health, Bioterrorism Division’s programs and funding streams.  The Regional Councils are a critical link in the communication channel between OKOHS and local responders / officials.  

OKOHS Participation

OKOHS is the point of contact for homeland security efforts within Oklahoma.  To facilitate this role, OKOHS staffers serve on numerous committees and working groups including:

· Catastrophic Health Emergency Task Force

· CDC / HRSA Advisory Group

· Oklahoma Response to Terrorism Conference Committee

· 2-1-1 Collaborative

· Mental Health Steering Committee

· State Geographic Information Council 

The OKOHS Director has bi-weekly informational calls and monthly secure calls with the Department of Homeland Security (DHS).  Governor Henry has been briefed numerous times by the Director about information received in those calls.  In fact, OKOHS coordinated with the Governor’s office and the State Election Board following a DHS conference call on election security.  That resulted in a bulletin being distributed to law enforcement agencies throughout the state and a press release coordinated with Governor Henry and the State Election Board being issued.  Oklahoma’s Congressional delegation has requested and received briefings from OKOHS on topics such as funding initiatives and current programs.  

Through our public information campaign, media interviews and speaking engagements, OKOHS is constantly reminding Oklahomans to report suspicious activity to their local law enforcement agency or the FBI.  This awareness is critical to Americans due to the constant threat of another attack.  The raising of the terror alert level in New York and Washington, D.C. this fall, the arrest of a terror suspect plotting to blow up an Ohio mall and the constant “chatter” about an attack prior to the November elections are examples of investigations the public can support by being aware of their surroundings.  Identification of suspicious behavior could be the missing piece of the puzzle investigators seek to break-up a terror plot.  

This year, OKOHS received more than 50 calls or emails from Oklahomans reporting suspicious activity.  Two OHP Troopers are assigned to OKOHS and tasked to the Joint Terrorism Task Force.  Each  “lead” that came into OKOHS was passed to one of Troopers at the JTTF for further investigation.  Most calls resulted in some action, such as entering the information into a database, issuing an Investigative Intelligence Report or referring the information to the appropriate agency.  Each and every call or email received is investigated and OKOHS encourages Oklahomans to continue to notify law enforcement of suspicious incidents or behavior.      

The Director of OKOHS also made numerous presentations this year to members of the public, including:

· South American Delegation

· Farmer’s Union Annual Convention

· Professional Firefighters of Oklahoma

· Oklahoma Fire Chief’s Annual Conference

· UCO Criminal Justice Class

· Law Enforcement Appreciation Dinner

· Tulsa Committee of 100

· Forensic Epidemiology Workshop

· Oklahoma City – County Health Department MIPS Exercise

· International Foreign Visitors Council

· Downtown Oklahoma City Rotary Club

· Oklahoma Emergency Management Conference

· OU Aviation Management Class

· Norman Aviation Group

· Oklahoma Response to Terrorism Conference

· Society of American Military Engineers

· Oklahoma Association of Financial Aid Administrators

· Leadership Oklahoma City

· Senior Advisor to the Australian Prime Minister

· State Insurance Conference

· Northwest Oklahoma Bankers Association

· Federal Reserve Bank – Oklahoma City

Coordination with ODP
In its capacity as the State Administering Agency for ODP, OKOHS conducted a vulnerability and capabilities assessment in the fall of 2003.  The information compiled from that assessment directly contributed to the goals and objectives outlined in the Oklahoma strategy.  OKOHS requested Technical Assistance (TA) from ODP regarding completion of the Bi-annual Strategy Implementation Report (BSIR).  The BSIR is a web-based reporting system that captures actual grant expenditures by an SAA for reporting to DHS, Congress and the President.  Representatives from the Arkansas Homeland Security Office also attending the BSIR TA.  The quarterly Regional Homeland Security Meeting was hosted by OKOHS this fall, attended by Homeland Security personnel from Oklahoma, Arkansas, Louisiana, Texas and New Mexico, as well as representatives from ODP.  A tour of the Memorial Museum was conducted by MIPT for participants at the conclusion of the meeting.     

OKOHS has established a Legal Working Group to provide insight on various legal issues.  The Group consists of a representative from the Attorney General’s office as well as several City Attorneys, District Attorneys Council and the OKOHS Chief-of-Staff.  Members met in 

December to identify legal issues relevant to current homeland security issues.  The group hopes to serve as a resource for homeland security information.  

· GOAL TEN 
Develop prevention strategies to reduce the vulnerability of critical assets
Director Pettingill recognized the need for additional focus on statewide prevention efforts and thus created the Information Analysis and Infrastructure Protection (IAIP) section within OKOHS.  An IAIP Coordinator was assigned to OKOHS from the Oklahoma Highway Patrol in July, and much progress has been made in this area.  Among other tasks, he reviewed the list provided by DHS of Oklahoma’s critical infrastructure and key assets, refined the list, solicited input from the FBI and U.S. Secret Service and then resubmitted the list to DHS. 

Buffer Zone Protection Plan

In 2004, DHS tasked each state with creating a Buffer Zone Protection Plan (BZPP) for critical infrastructure sites.  The BZPP initiative is designed to compliment and supplement protective efforts already in place at specific locations throughout a state.  DHS states that the BZPP program will:

· Define a buffer zone outside the security perimeter of a critical infrastructure / key asset site

· Identify specific threats and vulnerabilities associated with the buffer zone

· Analyze and categorize the level of risk associated with each vulnerability

· Recommend corrective measures within a buffer zone that will reduce the risk of a terrorist attack     

The IAIP section of OKOHS is moving ahead with BZPP for critical sites within the state.  In October, OKOHS offered its first BZPP seminar at the Conoco / Phillips Refinery in Ponca City through ODP’s TA program.  Another BZPP seminar took place in November at the Oklahoma City Stockyards.  Additional BZPP seminars will be offered in the future for other critical assets throughout the state.  

Target Hardening

Of the $32 million awarded to Oklahoma in 2004, more than $7 million is earmarked to create programs or protect sites to reduce Oklahoma’s vulnerability to terrorist attack.  Target hardening funds – $2,331,200 – were awarded to local police departments and Sheriff’s offices throughout the state.  More than 15 law enforcement agencies received awards to protect critical sites within their jurisdiction.  ODP considers critical infrastructure to be those sites that, if attacked, would result in catastrophic loss of life and / or catastrophic economic loss (i.e. county courthouses, local water suppies, city government facilities, etc).
  A majority of the Law Enforcement Terrorism Prevention funds will be used for the previously mentioned OASIS project.  The IAIP Coordinator serves on the task force charged with developing OASIS, which includes attending weekly coordination meetings and working with each law enforcement agency on MOU’s for the project.

In December, the IAIP Coordinator hosted a Threat and Risk Assessment WMD / Terrorism Class for the Tulsa area in conjunction with the Tulsa Police Department.  Participants included all major disciplines.  The course was ODP approved and therefore free to participants.  

Data Review Project

Earlier this year, ODP reviewed the data collected by every state in the fall 2003 assessment.   Like every other State Administering Agency, OKOHS was tasked by ODP to review the data they flagged as potentially flawed.  OKOHS tasked the data review project to the Oklahoma Department of Emergency Management (OEM) with oversight by the IAIP Coordinator.  OEM’s Area Coordinators took the Jurisdictional Assessment Reports (JAR) to the regions and requested input from the locals regarding the “flagged” data.  After the data was reviewed and refined, the new information was submitted electronically to ODP prior to the October 15, 2004 deadline.  During the data review TA, ODP complimented OKOHS commenting that Oklahoma’s JAR data was some of the best collected during the assessment.     

OKOHS is now working with the Oklahoma Military Department (OMD) on a Joint Combined State Strategic Plan.  This plan defines the necessary capabilities the Governor will require to respond to domestic emergencies within Oklahoma.  OKOHS is assisting OMD with the non-National Guard capabilities.  In addition, OMD has tasked a Lieutenant Colonel to OKOHS to assist with IAIP initiatives.  His efforts have been vital to the progress made during 2004. 

· GOAL ELEVEN 
Enhance and expand Oklahoma Citizens Corps programs

Community Emergency Response Team

Oklahoma has one of the most active and dedicated Citizens Corps programs in the country.  Led by the Oklahoma Department of Emergency Management (OEM), there are 62 Citizen Corps Councils in the state.
  The Community Emergency Response Team (CERT) is one of several programs under the Citizen Corps umbrella.  CERT trains citizens to help responders during times of disaster.  OEM has been devoted to training CERT volunteers this year.  Between January and November, more than 1,000 volunteers received CERT training, including communities, schools, colleges, military units, private businesses and state agencies.  In fact, CERT is now offered as a course curriculum at Oklahoma State University.  OEM trained the Professors who teach the class.

When hurricanes ravaged Florida this fall, Oklahoma CERT offered assistance in this time of need.  FEMA requested that Oklahoma send CERT volunteers to Florida, which resulted in 131 Oklahomans being dispatched to the Sunshine State.  Oklahoma had the fourth largest contingency of CERT volunteers.  Several of Oklahoma’s CERT volunteers remained in Florida well into November after other teams were released.

Medical Reserve Corps Database

Part of OKOHS’s 2004 award from DHS included $510,000 for Citizen Corps projects.  OKOHS subgranted these funds to OEM to supplement projects included in the OKOHS strategy.  One of those projects was the creation of a Medical Reserve Corps (MRC) volunteer database.  The MRC program was launched in 2002 to provide an opportunity for medical and public health professionals to volunteer their services during times of disaster.  MRC volunteers include physicians, nurses, pharmacists, emergency medical technicians, dentists and veterinarians.  The Oklahoma State Department of Health (OSDH) volunteered to underwrite the database project earlier this year.  OSDH has identified the following subgrantees to participate in the database:

· Oklahoma City

· Tulsa

· Lawton

· Oklahoma Nurses Association

Tulsa has already recruited 70 volunteers for the MRC database and the remaining applications have been mailed to potential volunteers.  OSDH expects the database to be fully functional in January 2005.

2-1-1

Because OSDH is underwriting the MRC database, OEM can utilize the funds once obligated to that project for the 2-1-1 Initiative.  2-1-1 is a three-digit number that can guide people through the maze of community information and services.  There are 2-1-1 call centers in communities throughout the country.  President Bush made 2-1-1 a component of the national anti-terrorism strategy when he signed the Federal Bioterrorism Act in June of 2002.  In Oklahoma, the Legislature passed SB 1405
 during the 2004 session which established the Oklahoma 2-1-1 Advisory Collaborative as the official entity charged with designating call centers.  The Collaborative meets monthly and OKOHS participates on that committee.  Tulsa is expected to have a 2-1-1 call center operational by early 2005 and Oklahoma City is expected to follow.  The Collaborative expects eleven call centers covering 44 counties to be operational by 2008.
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